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Article Information ABSTRACT
The Internet of Things (IoT) is a major technological paradigm that is trans- forming the
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industrial, medical, agricultural, and domestic sectors. However, despite its many advantages,
the IoT presents numerous challenges related to security, scalability, interoperability, and data
management. This article analyzes the problems inherent in IoT architectures and conducts

a comparative study of existing architectures. Through this analysis, we highlight current
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limitations and propose recommendations for more robust and resilient architectures adapted
to rapidly evolving technologies. A case study on an IoT-based smart farm management

architecture is also included.
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INTRODUCTION
The Internet of Things (IoT) a network of
interconnected  systems that enables the direct

identification of digital entities and physical objects
and the retrieval, storage, transfer, and processing of
associated data between the physical and virtual worlds
through standardized and unified electronic identification
systems and mobile wireless devices. The evolution of
this concept has revolutionized many sectors, including
healthcare, transportation systems, agtriculture, industry,
and smart environments. IoT paradigm is based on a set
of connected objects capable of collecting, transmitting,
and processing data in real-time. However, designing
resilient and efficient architectures to support this rapidly
expanding system is a challenge. This article presents a
detailed analysis of the most important challenges facing
ToT architectures today. It compares several architectural
models, such as cloud-centric, edge computing, fog
computing, and hybrid architectures, identifying their
strengths and weaknesses. This study addresses a broad
range of architectures, especially in the case of large-scale
or extended ones. Concrete use cases and Illustrative
diagrams related to precision agticulture, and in particular
smart irrigation, are presented in this paper to enhance
the discussion. However, designing resilient and efficient
architectures for this rapidly expanding ecosystem
remains a critical challenge.

Challenges of Iot Architectures

This section covers the fundamental concepts of an IoT
architecture, as well as the challenges and opportunities
facing this type of systems.

Details on IoT Architectures

IoT architectures are based on a multilayer structure
(Anita, 2024) that peripheral
(sensors/actuators), communication networks (LoRa,

integrates devices
5G), an intermediate processing layer (fog / edge
computing) and a cloud platform for global analytics.
These architectures aim to solve major challenges
(Anita, 2024) such as interoperability through
standardized protocols such as CoAP or MQTT
and security through data encryption and enhanced
authentication. Hybrid approaches (cloud / edge)
optimize latency and bandwidth, as demonstrated by
applications in connected healthcare (Ismail, es al,
2021). However, their large-scale deployment requires
a convergence between technological innovations (Al,
blockchain) and regulatory frameworks, as highlighted
by open data initiatives in smart cities.

IoT Architecture Models
IoT-based significantly,
depending on the implementation. However, there

architectures can  vary
is no single standard reference architecture for the
10T, as it encompasses a wide variety of technologies.
This means that there is no single model that can be
followed for all possible implementations. A typical IoT
architecture consists of several interconnected layers.
The Internet of Things architecture is based on a layered
organization that structures the flow of information
from data collection to analysis. It facilitates the design,
integration, and management of complex IoT systems.
Typically, an IoT architecture consists of four to five
main layers (Figure 1).
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Business Layer

Application Layer

This layer can manage the entire 10T system, including
applications, business and profit models, as well the privacy and

confidentiality of user data.

Layer responsible for managing user-specific services and

applications.

This layer stores, analyzes and processes huge quantities of data.
In this sense, we will be using databases, cloud computing and

Transport Layer

Perception Layer

Figure 1: IoT based architecture layers

Perception Layer (or Physical Layer)

This layer is the foundation of the IoT architecture. It
includes all the physical devices required to interact with
the environment. These include sensors (temperature,
humidity, pressure, biometrics, etc.), actuators (switches,
motors, water valve, etc.), and sometimes RFID or
NFC devices. The role of this layer is to collect physical
data and convert it into usable digital signals. The main
constraints are low power consumption, miniaturization,
and robustness in different environments (indoor,
outdoor, industrial, etc.).

Network (or Transmission) Layer
After data has been collected, it must be transmitted to
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big data processing modules.

This layer attempts to transfer sensor data between the various
layers via networks such as wireless, 4G, 5G, LAN, Bluetooth,

RFID and NFC.

Sensors capture and collect information about the environment

in which they are located.

processing units. The “network layer” is responsible for
this, ensuring reliable and secure data transmission using
technologies suited to the system’s requirements.

a. Wireless communication technologies include:
Examples include ZigBee, Wi-Fi, Ethernet, Bluetooth
Low Energy (BLE), NB-IoT, LoRaWAN, and 5G. These
technologies are selected based on the required range,
data rate, and power consumption (Figure 2).

b. Communication protocols: MQTT, CoAP, and HTTP
manage the exchange of data between devices and servers.
The network layer must address several key technical
challenges, such as ensuring sufficient bandwidth, minimizing
latency, maintaining network resilience, and securing data
transmissions against loss or unauthorized access.
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Figure 2: Jot communication protocoles

Processing :ayer (or middleware)

This is the intelligence layer of the architecture. It receives
raw data from the net- work layer and is responsible
for filtering, processing, storing, or redistributing it.
Depending on the chosen architecture, processing can
be done locally near the sensors (edge computing), on
intermediate nodes such as gateways (fog computing),
or centrally on remote servers (cloud computing). The
key functions encompass data analysis leveraging artificial
intelligence and machine learning stream management,
automated decision-making processes, and integration
with databases or business applications.
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Application and Business Layers

The insights gained from data analysis are used to
develop applications that offer value to end-users. These
applications could be web or mobile apps that provide
visualizations, alerts, control, and interaction with IoT
devices. These apps aimed, also, at delivering real-time
information based on user needs and adjusting to their
preferences (Moussa e/ al, 2014). This layer is user-
oriented. It provides interfaces, services, and dashboards
that leverage processed data across various domains such
as smart homes, telehealth and remote monitoring, smart
agriculture, intelligent transportation systems (I'TS), and
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Industry 4.0. Key challenges include personalization,
interface usability, and service reliability. Business and
User Layer: This is where the end-users or businesses
interact with the IoT system. They can receive insights,
control devices, and make informed decisions based on
the data and applications provided by the system.

Table 1: Challenges of IoT Architectures

Challenges in Iot Architectures

Asthenumberof connected devicesincreases dramatically,
IoT architectures face several major challenges. The IoT
systems grow in complexity and scale; therefore, several
architectural challenges must be addressed to ensure
reliable, efficient, and secure operation (Table 1).

Challenges Description Examples

Scalability Ability to manage large num- ber of devices | A smart city platform manag- ing thousands
without perfor- mance loss of sensors

Latency Response time between send- inga command and | A surgical ~robot  requiting  real-time
executing it responsiveness

Energy Maintaining battery life of often remotely | Environmental sensors in a forest needing to

Consumption | powered devices. last several months

Security Protecting data from attacks or unauthorized | A hacked smart thermostat allowing an
access intruder to control home temperature

Heterogeneity | Diversity of protocols, platforms, and systems in | A network combining Zigbee sensors,
one loT network Bluetooth modules, and Wi-Fi smart devices

Scalability Issues

Scalability is considered as a key issue, as the massive
growth in connected objects leads to network congestion
and storage overload. Cloud-centric architectures alone
can no longer handle the continuous stream of data
efficiently. The proliferation of connected objects can
lead to network congestion and storage overload. Cloud-
only architectures often struggle to handle the massive
volume of data generated.

Latency and Real-Time Constraints

Latency also arises, particularly in critical applications such
as healthcare and autonomous vehicles, where immediate
responses are required—sending data systematically
to the cloud introduces unacceptable delays. Certain
applications, such as healthcare and autonomous vehicles,
require critical response times. Relying solely on cloud
processing can introduce delays that are incompatible
with real-time needs.

Energy Efficiency

considered as another major concern, as many IoT
sensors and devices run on batteries, making power
consumption minimization essential. IoT devices ate
often energy-constrained, making it essential to optimize
both data processing and transmission to extend their
operational lifetime.

Security and Privacy

Many loT communications are unencrypted, leaving
devices vulnerable to cyber-attacks. Additionally, data
privacy remains a significant concern due to the sensitive
nature of the information collected. Security and privacy
are equally critical, since IoT devices are often vulnerable
to cyber-attacks, and the large-scale collection of data
raises serious privacy concerns.

Heterogeneity

The IoT ecosystem includes a wide variety of platforms
and communication protocols (such as MQTT, CoAP,
and HTTP), which complicates interoperability and
standardization efforts. The heterogeneity of platforms
and communication protocols (such as MQTT, CoAP,
and HTTP) complicates interoperability and system
integration across the ecosystem.

Comparative Study of IoT-Based Architectures

Cloud-centric 10T architectures depend on centralized
cloud platforms for managing data storage, processing,
and application services. In this model, IoT devices such
as sensors and actuators collect data and transmit it to the
cloud via the internet. The cloud offers virtually unlimited
storage, powerful computing capabilities, and a wide range
of integrated services, including machine learning, data
analytics, and remote monitoring, This centralized approach
streamlines device management and supports highly scalable
solutions, making it ideal for large-scale IoT deployments.
However, it may introduce latency and increased network
congestion, particularly in scenarios requiring low response
times or operating in bandwidth-constrained environments.
IoT edge computing architectures bring data processing
closer to the source, generally at the level of the IoT
devices. Instead of sending all data to the cloud, edge
devices, such as gateways or embedded processors,
analyze and filter information locally. This reduces
latency, lowers bandwidth consumption, and speeds
decision making a critical advantage for real-time
or mission-critical applications such as autonomous
vehicles, industrial automation, or medical monitoring. By
processing data at the edge, these architectures improve
system responsiveness and resilience, even when cloud
connectivity is intermittent. However, they often require
peripherals that are more sophisticated with limited
compute resources compared to the cloud (Table 2).
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Table 2: Comparative Study of Architectures (1)

Architecture Processing Management
Complexity

Cloud-Centric | Cloud Low (managed by
provider)

Edge Near sensors | High (distributed

Computing devices)

Fog Computing | Between High (fog nodes)

edge/cloud
Hybrid Multi-level Very high
Architecture (synchronization)

Edge computing IoT architectures move data processing
closer to the source typically at or near the IoT devices
themselves. Instead of sending all data to the cloud, edge
devices such as gateways or embedded processors analyze
and filter information locally (Table 3).

Table 3: Comparative Study of Architectures (2)

1 Architecture | Advantages Limitations
Cloud-Centric | Massive storage, Latency,
high computing ovetload, cost
power
Edge Low latency, Limited
Computing responsiveness processing
capabilities
Fog Balances processing | Complex
Computing load across management
distributed nodes
Hybrid Flexibility, Expensive
Architecture | adaptability implementation

This reduces latency, decreases bandwidth usage, and
enables faster decision-making, which is crucial for real-
time or mission-critical applications like autonomous
vehicles, industrial automation, or healthcare monitoring;
By processing data at the edge, these architectures
improve system responsiveness and resilience, even when
cloud connectivity is intermittent. However, they often
require more sophisticated edge devices with limited
computational resources compared to the cloud (Table 4).

Table 4: Comparative Study of Architectures: use cases

Architecture Use Cases

Cloud-Centric Big Data, SaaS, analytics

Edge Computing Real-time, IoT, autonomous
vehicles Fog

Computing Smart cities, and agriculture

Hybrid Architecture | Local analysis via fog node

Case Studies: Iot-Based Architecture for Smart
Agriculture

Smart irrigation systems, as part of precision agriculture,
have gained significant attention in recent years
(Devanand ef al., 2014). This section reviews key literature

that explores the intersection of IoT technologies, sensor

applications, and data analytics in the field of agriculture
that is known in this context as precision agriculture.
The integration of IoT in agriculture has been a
transformative force. Studies (Vallejo, 2023; Smith, 2023;
Kumar ef al., 2024) highlight the role of IoT in collecting
data from various agricultural sensors, enabling remote
monitoring and control. This connectivity facilitates
timely decision-making for farmers, leading to improved
resource management. While our ongoing research
and system address various aspects of connected and
intelligent agriculture, this paper specifically highlights
the irrigation component. Therefore, in this section we
present an JIoT-based architecture for optimized and
intelligent Irrigation System with Adaptive Control. This
system enhances “Plant Health” and resource efficiency
through IoT architecture. Irrigation systems, especially
in agriculture, have been widely adopted by the global
agricultural community. However, a significant challenge
arises when these systems lack an efficient irrigation
schedule. This can lead to excessive water use. We identify
over-watering as a primary concern in the agricultural
sector. Indeed, inefficient irrigation systems on farms
contribute significantly to global water scarcity.

In addition, over-watering can reduce profits due to a
negative yield response. These challenges stem from the
limitations of traditional irrigation systems: They do not
measure the condition of the crop, they neglect the needs
of the crop, and they result in both over-watering and
under-watering, To address these issues, a Smart Irrigation
System (AgriNova Connect ANC ) is being developed.
This research project aims to provide a solution to over-
watering and under-watering problems, improve irrigation
scheduling by incorporating a soil moisture sensor, and
transform the traditional irrigation system into a fully
automated smart irrigation system. With ANC, growers
have more control over their landscape and irrigation
schedule. The system makes decisions independently,
reducing the amount of work required. Additionally,
by optimizing resources through intelligent control and
automation, growers can realize significant cost savings
on water bills. The system also allows farmers to monitor
sensor readings and recorded water usage as well as the
environmental conditions of the system. The data is
stored in a database.

The literature the
development and implementation of smart irrigation

reveals a growing interest in
systems worldwide. These systems, based on Internet of
Things (IoT) technologies, are designed to enhance water
use efficiency by providing real-time insights into soil
moisture, weather conditions, and crop requirements. Our
research team (NOCCS Laboratory) have consistently
demonstrated the potential of these systems to optimize
irrigation schedules, thereby conserving water resources.
Another major focus in the literature is the crucial role of
sensor technologies in precision agriculture. Soil moisture
sensors and weather stations, in particular, have been
extensively studied for their effectiveness in monitoring
environmental conditions. These sensors supply essential
data for smart irrigation systems, ensuring accurate and
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site- specific irrigation. Furthermore, the application
of data analytics in agriculture has significantly evolved
to interpret the vast amounts of data generated by IoT
devices. We have explored advanced analytical techniques
(Kumar et al, 2024) to process this data, enabling
predictive modeling and the implementation of more
informed irrigation strategies.

Overview of Existing Systems

Before delving into the details of the proposed IoT-
based smart irrigation system, it is crucial to survey the
landscape of existing smart irrigation systems. This
section provides an overview of current technologies,
methodologies, and challenges encountered in the realm
of precision agriculture. In recent years, the advent of the
Internet of Things (IoT) has catalyzed a transformative
wave in smart irrigation. Numerous systems now leverage
IoT technologies, incorporating soil moisture sensors,
weather stations, and actuators to optimize irrigation
processes. These systems aim to address the inefficiencies
of traditional and automated methods by providing real-
time data and intelligent decision-making capabilities.

Key Components in Existing Systems Soil Moisture
Sensors

Existing systems often deploy soil moisture sensors to
gauge the hydration levels of the soil (Figure 3). These
sensors provide crucial data to inform irrigation decisions.
Weather stations atre integrated to capture meteorological
parameters, offering insights into temperature, humidity,
and precipitation. This data contributes to a holistic
understanding of environmental conditions. Actuation
Mechanisms: Various actuation mechanisms, such as drip
irrigation or sprinklers, are employed to deliver water
to the crops. These mechanisms are triggered based on
predefined thresholds or schedules. Centralized Control
Units: Control units process data from sensors and make
decisions on irrigation schedules. However, many existing
systems may lack the advanced analytics necessary for

dynamic and adaptive decision-making,

Figure 3: Examples of sensors used in our system

Challenges in Existing Systems Limited Adaptability
Many existing systems lack adaptability to changing
environmental conditions and crop requirements, relying

on predefined schedules or simplistic threshold triggers.
Data Processing Capabilities: The processing capabilities
of some systems may be limited, hindering the potential
for real-time data analytics and intelligent decision-
making, Connectivity and Accessibility: Connectivity
and remote accessibility can be challenges in certain
systems, restricting farmers’ ability to monitor and
manage irrigation processes efficiently. Understanding
the strengths and limitations of existing smart irrigation
systems pro- vides valuable context for the innovative
features and advancements presented in the proposed
ToT-based smart irrigation system.

Problem Statement

The conventional methods of agriculture, reliant on
traditional irrigation practices, face substantial challenges
that hinder their efficacy and sustainability. These
challenges include inefficient water use, suboptimal
resource management, and a lack of adaptability
Traditional
irrigation systems often follow fixed schedules, leading

to dynamic environmental conditions.
to water wastage, increased resource consumption,
and vulnerability to climate variations. The need for
a paradigm shift in agricultural practices is evident,
necessitating solutions that align with the principles of
precision agriculture. The subsequent sections will detail
how the proposed system addresses these challenges and
contributes to a more efficient and sustainable approach

to precision agriculture.

Solution Approach

In response to the identified challenges, this paper
proposes an innovative solution: an Internet of Things
(IoT)-enabled

real-time data, advanced sensor technologies, and

smart irrigation system. Leveraging
sophisticated data analytics, the system overcomes the
inefficiencies of traditional irrigation methods. The
backbone of the proposed solution is formed by the
integration of soil moisture sensors and weather stations,
coupled with actuation mechanisms and a central control
unit. The smart irrigation system employs adaptive
decision-making algorithms that dynamically respond
to changing soil conditions, weather forecasts, and
specific crop requirements. This adaptability ensures an
optimized irrigation schedule, minimizing water waste
and maximizing resource efficiency. The actuation
mechanisms, driven by real-time data insights, deliver
precise and targeted irrigation, contributing to sustain-
able agricultural practices. Furthermore, the system’s
integration with cloud platforms and mobile applications
enhances accessibility and control. Farmers can remotely
monitor and manage irrigation processes, making real-
time adjustments based on evolving field conditions. This
solution not only addresses the limitations of existing
irrigation systems but also aligns with the broader goals
of sustainable and environmentally conscious agriculture.
The proposed smart irrigation system stands as an
innovative and comprehensive solution to the identified
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challenges, promising to redefine precision agriculture
and contribute to a more resilient and efficient future for
global food production.

Irrigation System: Proposed Iot-Based Approach
The following section presents a detailed illustration
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Figure 4: Global IoT based Architecture
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Field Sensors

At the core of the system are soil moisture sensors and
weather stations deployed in the field. These sensors
are strategically positioned to provide a comprehensive

Aggregator

Aggregator

Figure 5: Field sensor Components

Central Control Unit

Sensor data are transmitted to the central control unit. This
unit processes data using advanced analytics algorithms.
These algorithms take into account soil conditions,
weather forecasts, and specific crop requirements to
determine an optimal irrigation schedule. The central
control unit makes real-time adaptive decisions, ensuring
a dynamic response to changing conditions.

Actuation Mechanisms

Decisions made by the central control unit are transmitted
to the actuation mechanisms. These mechanisms, such as
drip irrigation or sprinklers, are activated to implement the
optimized irrigation schedule. This ensures precise and
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and description of the smart irrigation system’s
architecture (Figure 4). Each component is explained,
from the field sensors to the central control unit and
the cloud-based platform. We will also discuss the role
of IoT in facilitating seamless communication and
data exchange.
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representation of environmental conditions (Figure 5). Soil
moisture sensors measure hydration levels, while weather
stations capture data such as temperature, humidity, and
weather forecasts. This information is collected in real-time.
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targeted water distribution to the crops, minimizing waste.

Cloud Platform

The data collected and decisions made by the system
are also transmitted to a cloud platform. This platform
serves as a central hub for data storage and processing; It
facilitates remote access and provides a scalable solution
to handle a large volume of data. The cloud platform acts
as a centralized means for farmers to interact with the
system from any location.

IoT Communication
IoT plays a crucial role in communication between the
system components. Field sensors use IoT protocols to
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transmit data to the central control unit. Similarly, deci-
sions made by the central control unit are communicated
to the actuation mechanisms via IoT protocols.
This rapid
communication, enabling the system to adapt in real-time

interconnectivity ensures smooth and

to changing field conditions.

Design and Implementation of a Smart Irrigation
System

The design and implementation methodology for the
smart irrigation system involves a systematic approach
that includes literature review, requirements analysis,
and sensor selection. The design phase focuses on
creating a coherent system architecture, strategically
placing sensors, and formulating a decision algorithm for
accurate irrigation scheduling, Prototype implementation
involves the integration of selected components such as
the Arduino Mega 2560 microcontroller, soil moisture
sensor,

temperature sensor, light intensity sensor,

ultrasonic sensor, and the sprinkler system. Real-world
testing and validation is critical, with simulated testing
ensuring functionality under various conditions and
prototype testing validating the system’s decision-making
and water distribution accuracy.

Analysis of the collected data is performed, and an off-
line data storage mechanism via a micro-SD card module
is implemented for comprehensive data tracking. User
interfaces for monitoring and controlling the system are
developed. An iterative refinement process, incorporating
user feedback and continuous improvement, will ensure
continuous improvement of system performance and
responsiveness to environmental conditions, contributing
to sustainable agricultural practices. We will focus more
on the implementation of the YIL-69 Soil Moisture
Sensor into the automatic irrigation system (Figure 06).
The reading from the sensor will be displayed on the
LCD screen and further a graph will be created on the

web site with the real-time.

Figure 6: Moisture Sensor YL-69

The ESP8266 module serves as a data processor and
Wi-Fi network server. The sensor reading is transmitted
through the Wi-Fi network and sent to the web server.
The data reading is displayed in a web browser that
can be accessed on an internet-connected computer.
Additionally, testing will be conducted under various
humidity conditions. When the soil moisture level is

Soil
Moisture
Sensor

Figure 7: Block Diagram of Existing System

Simplified System Architecture

The figure below (Figure 8) shows the simplified system
architecture of the smart irrigation system. The system
will actually cover about twenty different separate areas,

below 50 %, the relay turns on the water pump. It will
turn off when the soil moisture level reaches 45 %. The
entire process takes an average response time of 1.29
seconds. Therefore, we can predict that the automated
system, based on soil humidity levels detected by the
sensor, will successfully control water consumption
during the irrigation process.

but in our simplified prototype, we only mentioned three.
One sensory system will be placed at each of the areas.
The maximum range of water that can be shot from the
irrigation system determines the size of the whole area.
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Figure 8: Irrigation System Prototyping

The design and dimension of the final prototype together
with the position of each component are shown in Figure
9. This figure shows the design of the proposed system,
which consist of sprinkler system and water management
system. The architecture of the smart irrigation system

WVi : Water Valve Zone i
CV : central valve
WP : water pumping measurement

demonstrates a cohesive integration of each component,
using 10T to create synergy between sensors, the central
control unit, actuation mechanisms, and the cloud platform.
This approach ensures efficient irrigation management,
minimizing water waste while optimizing crop yield.

Figure 9: General Architecture for the Irrigation System

Used Communication Protocol

The selection of a communication protocol is a critical
decision in the design of the smart irrigation system. In
this context, the MQTT (Message Queuing Telemetry
Transport) protocol has been chosen for several
compelling reasons.

Lightweight and Efficient Communication

MQTT is renowned for its lightweight nature, making it
an optimal choice for IoT applications where bandwidth
is often constrained. Given the diverse and dynamic
conditions of agricultural landscapes, the system requires
a communication proto- col that minimizes data overhead.
MQTTs efficiency ensures swift communication between
the field sensors, central control unit, and actuation
mechanisms.

Publish/Subscribe Model

The publish/subsctibe model employed by MQTT
aligns seamlessly with the distributed nature of the
smart irrigation system. Field sensors publish data to

specific topics, and the central control unit subscribes
to these topics to receive treal-time information. This
asynchronous communication model enhances flexibility
and scalability, allowing for easy integration of additional
sensors or components without significant modifications
to the existing infrastructure.

Adaptability to Unstable Network Conditions
Agricultural

Adaptability to Unstable Network Conditions Agricultural
environments can often present challenges such as
unreliable network connectivity. MQTT is designed to

https:
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accommodate intermittent connections, ensuring that
even in situations of network instability; the system can
efficiently transmit data without loss. This adaptability
is crucial for maintaining the system’s responsiveness in
real-time, irrespective of varying field conditions.

Quality of Service (QoS) Options MQTT

Provides Quality of Service (QoS) levels, allowing for
different levels of reliability in message delivery. In
scenarios where the precision of data is crucial, such
as soil moisture measurements or weather updates, the
system can leverage the appropriate QoS level to ensure
the reliable and accurate transmission of information.

Low Power Consumption
The MQTT protocol is designed to operate efficiently

even in resource-constrained environments. In an
agricultural setting where some devices, especially
sensors, may be battery powered, MQTT’s low power
consumption is advantageous. This feature contributes
to prolonged device lifespan and minimizes the need for

frequent battery replacements.

Security Considerations Security

Security Considerations Security is paramount in any
IoT application. MQTT supports secure communication
through the implementation of Transport Layer Security
(TLS) or Secure Sockets Layer (SSL). This ensures that
data transmit- ted between components of the system
remains confidential and secure, protecting sensitive
agricultural information.

Virtual Environment

=

loT Platform

= LX)
LX L]
Data Management
Data Storage

Data Processing

(:’;-‘

u.)‘-

Data Processing

IJ\IJ\'T

Data Visualization

Physical Environment

Soil Probe

Weather Station

Figure 10: Global System Architecture (IoT Platform)

The selection of the MQTT protocol for the smart
irrigation system is driven by its lightweight nature,
compatibility ~with the publish/subsctibe model,
adaptability to unstable network conditions, provision
of Quality of Service options, low power consumption,

1

Irrigation System

and robust security features. These attributes collectively
contribute to the efficiency, reliability, and security
required for seamless communication and data exchange
in the dynamic and resource-constrained environment of
agricultural IoT.
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System Operation

The system starts by capturing readings from the sensory
system, composed of soil moisture, temperature, and
LDR sensors. Parameters, including soil moisture level,
temperature, and light intensity level, are measured and
stored in a micro SD card along with real-time and
date information. A crucial aspect of the system is the
integration of a 30- minute timer, which comes into play
if the light intensity level falls below 25 %, indicative
of nighttime conditions. During this period, no irrigation
processes are executed to prevent potential harm to the
plants, such as wet foliage, compromised plant activity,
and waterlogging. In the daytime scenario (light intensity
level above 25 %), the system assesses the soil moisture
level to determine the necessity of irrigation. If the soil
moisture is below 30 %, indicating under watering, the
microcontroller checks the water volume in the tank
using an ultrasonic sensor. If the tank is not full, a relay-
controlled solenoid valve opens to allow water from the
pipe into the tank until it reaches maximum capacity.
Subsequently, the valve closes, cutting off the water flow,
and the water pump activates through a relay to deliver
water to the plant. The irrigation process continues until
the soil moisture level reaches 70 %, at which point the

Automatic Irrigation °
Control

4
Lo

*
*

More Settings
[

Figure 12: User Interface 1

Soil Moisture Sensor Testing

This section presents testing of the soil moisture sensor,
which was conducted under various moisture level of the
soil. The purpose is to determine the under-watering range,
optimum range, and over watering range corresponding
to the percentage of the water content within the soil.
The testing setup and the results are shown in Figure 14.

water pump turns off to prevent overwatering. The
ultrasonic sensor measures the water usage, and the data
is recorded in the micro SD card. In cases where the soil
moisture level exceeds 30 % but the temperature level is
above 30°C, a short irrigation cycle of three minutes is
implemented. This brief irrigation is designed to distribute
water on the plant’s leaves, preventing complete drying.
The ultrasonic sensor measures water usage after the short
irrigation and the data is stored in the micro SD card. The
system then returns to its initial state, and the 30-minute
timer begins counting down before the sensory system
parameters are measured again. This comprehensive
operational flow ensures adaptive and efficient irrigation
processes based on real-time environmental conditions,
promoting optimal plant health and resource utilization.

RESULTS AND DISCUSSION

Tests and Results

In the results section, it is important to note that the
out- comes presented are based on a conceptualization
or simulation of the System process. The described
results are derived from a theoretical understanding of
the algorithm’s functionality and the expected behavior
of the system components.
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Figure 13: User Interface 2

Data Storage

During the finalized design testing, all the essential
information such as all the sensory systems’ readings
and the amount of water used during irrigation process,
are successfully been stored inside the data storage. The
smart irrigation system has shown impressive outcomes
in key areas.

https:

journals.e-palli.com/home/index.php/ijsa
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Figure 14: System Test Prototype

Water Use Efficiency

The system significantly reduced water consumption per
unit area, show casing a substantial improvement in water
use efficiency.

Crop Yield Improvements
Crop yields noticeably increased due to tailored irrigation
practices based on real-time data. Environmental Impact

Assessments

Environmental assessments revealed positive outcomes,
including reduced water runoff, soil erosion, and nutrient
leaching;

In summary, the results highlight the smart irrigation
system’s effectiveness in optimizing water use, boosting
crop yields, and promoting environmentally sustainable
agricultural practices.

Discussion and Future Works

In interpreting the results within the project’s objectives,
the IoT-based smart irrigation system has demonstrated
significant advancements over traditional methods. The
system’s substantial improvement in water use efficiency
aligns with the primary objective of optimizing irrigation
practices. Real-time data-driven decision-making has
effectively addressed the challenges posed by varying
soil conditions and crop needs. Comparing the system’s
performance with traditional methods, the IoT- based
approach consistently outperformed in terms of water
conservation and crop yield improvements. The dynamic
adaptability of the system mitigated inefficiencies
inherent in Challenges
encountered during implementation, such as connectivity

static irrigation schedules.
issues in remote areas, were addressed through adaptive
communication protocols and data storage mechanisms.
Continuous monitoring and system updates have
enhanced reliability, ensuring consistent performance.
The sys- tem demonstrates scalability, allowing for
seamless integration of additional sensors or expansion
to larger agricultural areas. Its adaptability to diverse

environmental conditions positions it as a versatile
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solution applicable across various agricultural contexts.
During the implementation of the smart irrigation
system, several challenges were identified:

Connectivity Issues
Remote agricultural areas faced intermittent connectivity,
data

Ensuring accurate

influencing  real-time transmission.  Sensor

Calibration:
moistute sensors posed a challenge for precise data

calibration of soil
collection. Power Consumption: Some sensor devices
exhibited higher than-anticipated power consumption,
affecting overall system energy efficiency. To address
these challenges, potential solutions are proposed:

Connectivity Issues

Implementing redundancy in communication channels
and exploring satellite or alternative connectivity options
can enhance system reliability in remote areas.

Sensor Calibration

Regular calibration checks and automated calibration
routines can be integrated to ensure accurate sensor
readings.

Power Consumption

Investigate and implement low-power sensor alternatives
and optimize the power management system to prolong
device lifespan.

Future Research and Enhancements
Looking forward,
enhancements

future research and sys- tem
Machine Learning

Integration: Exploring machine learning algorithms to

can focus on:

enhance predictive capabilities for irrigation scheduling
based on historical data. Edge Computing: Investigating
the feasibility of edge computing for on-device data
processing, reducing dependence on constant cloud
connectivity. Localization and Customization: Adapting
the system to local agricultural practices through
collaboration with farmers and incorporating region-
specific data for more accurate decision-making.
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Advanced Sensor Technologies

Researching and integrating advanced sensor technologies,
such as hyperspectral imaging, for more comprehensive
soil analysis. These proposed solutions and future
directions aim to address current challenges, enhance
system performance, and ensure the continued evolution
of the smart irrigation system to meet the dynamic needs
of modern agriculture. Finally, recent literature has also
examined the environmental impacts of smart irrigation.
Sustainable agriculture remains a central objective, with
studies investigating how IoT-enabled precision irrigation
not only saves water but also reduces environmental
impact through optimized resource utilization.

CONCLUSION

IoT architectures offer immense potential but demand
rigorous management of technical challenges. Solutions
include Edge Computing, secure protocols and scalable
planning. Future research should focus on embedded Al
and advanced automation for a more autonomous [oT.
In addition, IoT architectures must evolve towards more
distributed, intelligent, and secure models. The current
challenges, although numerous, can be overcome through
hybrid approaches, the integration of Al at the edge, and
better standardization of protocols.

In conclusion, our exploration of the IoT-based smart
irrigation system, our solution emerges as a beacon
of progress in modern agriculture. From strategically
placed sensors to the dynamic central control unit, our
system has addressed challenges head-on. The solution
highlighted a substantial leap in water use efficiency,
optimizing irrigation schedules based on real-time
data. The integration with cloud platforms and mobile
applications empowered farmers, providing flexibility and
control process. Our work has not just been theoretical;
we have successfully implemented a scalable and adaptable
system. Challenges like connectivity issues were met with
robust solutions, ensuring the reliability of the system

in diverse agricultural landscapes. Looking ahead, the
proposed smart irrigation system represents a practical
solution poised to redefine sustainable farming globally.
As we envision a future where precision agriculture is
the standard, this work demonstrates how technology
can transform power of technology in addressing critical
challenges in environmental sustainability.
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