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Cybercrime has emerged as a serious global threat, and international cases are among the 
most challenging in terms of  law and institutions. Bangladesh, as one of  the fastest-growing 
digital frontiers, faces an increasing number of  cyber threats undermining, especially its ICT 
Act (2006) and Digital Security Act (2018). Old laws, global cooperation failures, and poor 
forensic abilities present obstacles to successful conviction. The study aims to explore the 
judicial impediments, the jurisdictional problem, inadequacy of  national law, international 
assistance, and the technical evidence in the context of  prosecuting the cybercrimes 
perpetrated across the border in Bangladesh. The study is quantitative in nature, with a 
sample size of  400, consisting of  ICT practitioners, lawyers, security personnel, and policy 
makers. Descriptive statistics were computed to examine professional perspectives and to 
establish any patterns. Findings revealed that outdated laws, unclear jurisdictions, and a lack 
of  extradition agreements provide loopholes for cybercriminals. They also stressed that other 
contributing factors include lack of  international cooperation, unsuccessful implementation 
of  Mutual Legal Assistance Treaties (MLATs), and an inadequate forensic toolkit. Shortage 
of  skills among research staff  also undermines the handling and prosecution of  evidence. 
The research indicates a pressing requirement for the reform of  law, creation of  specialized 
cyber courts, improved forensic infrastructure, and enhanced international cooperation to 
enable Bangladesh to combat transnational cybercrimes effectively.
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INTRODUCTION
Cybercrime is generally defined as the use of  a computer 
to commit illegal activities, such as hacking. It is the most 
common type of  computer crime that an individual can 
potentially engage in. However, a standard definition 
has proven to be elusive, resulting in a wide range of  
understanding and responses related to cybercrime within 
and among various legal systems and sectors. The lack of  
consensus is a significant obstacle to developing holistic 
legislation and policies to fight cybercrime (Phillips et 
al., 2022). Cybercrimes are prevalent worldwide and 
have become every country’s nightmare. Moreover, even 
though cybercrime may seem like a worldwide problem, it 
is to a large extent. The World Cybercrime Index (WCI), 
used by expert surveys, identifies Russia, Ukraine, China, 
and the US as those that have the most cybercriminal 
activity (Bruce et al., 2024). Each country has its own laws, 
which cause confusion and jurisdictional issues when 
prosecuting cross-border cybercrimes. The internet’s 
distributed structure has made it hard to investigate the 
source of  crimes, and criminals have been able to exploit 
legal terms to avoid prosecution. Budapest and MLATs 
The Budapest Convention and mutual legal assistance 
treaties (MLATs) take time and are not always signed by 
all countries, making country-to-country cooperation 
difficult, both morally and in practice (Ashurov, 2024). 
Even with international effort, without cooperation 

between nations being dependable, effective prosecution 
can be blocked and be a negative space of  justice. It 
observes that Joint Investigation Teams (JITs) have not 
comprehensively tackled these problems, as sharing 
evidence, as well as operative powers, is impossible. 
Disjointed efforts and overlaps among those who 
are handling the investigations are complicating the 
investigations, which drives inefficiencies and causes 
harm to the victims, the paper remarks (Furger, 2024). 
Technological Barriers to Evidence Collection opens 
with a discussion of  the difficulty law enforcement and 
intelligence agencies encounter when seeking access 
to evidence that is encrypted. Encryption plays an 
increasingly important role in safeguarding privacy and 
securing digital communications, yet it is posing new 
challenges for investigations (Van Daalen, 2023). With 
the rapid adoption of  digital technology in Bangladesh, 
there has been a significant increase in cybercrimes, 
particularly cross-border ones. This rising menace also 
demonstrates the necessity of  updated legislative tools 
to meet these emerging threats and to safeguard the 
public in cyberspace. The rise of  cybercrime means more 
stringent laws and regulations to provide security and to 
combat criminal activities on the internet (Mahmud et 
al., 2023). Bangladesh’s ICT Act and Cyber Security Act 
have repeatedly exposed the shortcomings when it comes 
to cybercrimes spreading across the border. These laws, 
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even in the sphere of  national cyber-threats, are ill-suited 
for global jurisdictional concerns, enforcement, and 
cooperation across national borders. Since cybercrime 
activities are mostly cross-border in nature, the existing 
laws in Bangladesh are insufficient to combat sophisticated 
transnational cybercrimes (Onwuadiamu, 2025) fully. The 
cybercrime threat in Bangladesh is growing in tandem 
with the increasing number of  internet users and digital 
services. This increase is notwithstanding; the country’s 
cybercrime units are underfunded, staffed by poorly 
skilled personnel, and do not have the infrastructure that 
is required to solve such crimes. Despite the existence 
of  laws like the ICT Act (2006) and the Digital Security 
Act (2018), these are inadequate, and it is not clear how 
far they include the whole spectrum of  crimes of  the 
cyberworld, such as social media and cross-border attacks, 
etc (Chowdhury & Fahim, 2020). As new cyber threats 
emerge, Bangladesh’s law enforcement response has 
lagged. The field of  policing faces internal and external 
challenges in Internet-based criminal investigations. They 
are hamstrung from within by dismal logistics, inadequate 
training, and an avalanche of  routine tasks, which often 
prevent them from dedicating time to complex digital 
cases (Siddiqua, 2024). The lack of  strong consent 
standards, the absence of  timely data breach notifications, 
vague provisions that limit freedom of  expression, and 
restricted investigative capacity erode enforcement. 
Critical infrastructures are inadequately protected, and 
cross-border crime control is undermined by the lack 
of  international cooperation (Ahmed & Arifuzzaman, 
2025). Therefore, the main aim of  the study is to explore 
the complex legal, jurisdictional, and cooperative issues 
that arise when trying to prosecute cybercrimes that 
span multiple countries, and to understand how these 
challenges hinder effective justice and international 
collaboration.

LITERATURE REVIEW
A study by Rana (2023) found that the reported cybercrime 
has surged in Bangladesh with increased internet access, 
social media expansion, and inadequacy of  security 
systems. Big hits like the 2016 Bangladesh Bank heist 
show how the system is wide open for massive theft, 
while sites like Facebook are abused in the commission 
of  crimes. Even though the country has laws such as 
the ICT Act 2006 and Digital Security Act 2018, there 
are still gaps; they are often used against dissenters, and 
they are also not the best way to deal with cross-border 
crimes. Prosecution is also weak due to jurisdictional 
issues, no extradition treaties, narrow tribunals, a lack of  
technical knowledge, and a small forensic capacity, all of  
which mean that most violators can escape the reach of  
justice. Another study, Rahman (2023), presented that 
advocates have to encounter many problems to deal with 
cyber crimes‚ especially in Rajshahi. In particular, there 
are some prominent challenges to gathering, preserving, 
and proving digital evidence, because many investigators 
and attorneys do not have enough technical competence 
to deal with forensic data efficiently. Crimes that cross 

borders can make cases still more complicated, with 
questions of  admissibility and jurisdiction. Limitations 
on resources, such as a lack of  technology and forensic 
labs, as well as funding, undermine the prosecution 
process. Hossain et al. (2024) present that Bangladesh 
presents a notable judicial hurdle in prosecuting cross-
border cybercrimes. “While the Cyber Security Act 2023, 
as well as other laws, are available, they are ineffective 
due to not being well defined, with few sanctions, which 
are not deterrents. Weak international cooperation and a 
lack of  established guidelines for mutual legal assistance 
also impede the prosecution of  crimes with foreign 
flavours, such as the Bangladesh Bank cyber heist. The 
establishment of  powerful deterrence by increasing the 
punishment, the creation of  specialized cyber courts at 
the district level, state-of-the-art forensic institutes, and 
more cooperation at the international level are required 
to break the deadlock. A significant study conducted by 
Ehsan and Saquib (2024) found that prosecution of  cross-
border cybercrimes in Bangladesh confronted significant 
obstacles on account of  the jurisdictional overlaps, 
lack of  legal infrastructure, and the absence of  proper 
international cooperation. Even when cybercrimes do 
cross national borders, the judicial system in Bangladesh 
is hampered by antiquated processes, a lack of  technical 
capabilities, and inadequate practices for the collection of  
digital evidence. Legal ambiguities and interplay between 
the Digital Security Act 2018 and the Cyber Security Act 
2023 make prosecution difficult and often give rise to 
concerns for freedom of  expression and privacy rights. 
MLATs and regional cooperation are also underutilized. 
In the same perspective, Momtaz (2024) viewed that one 
of  the biggest hindrances in the field is that cybercrimes 
are taking place from outside of  this country, and the 
Bangladesh courts have no jurisdiction over them, with 
servers/facilitators/suspects/victims being scattered in 
multiple locations, including Bangladesh. This challenge 
of  international cooperation is further exacerbated by 
the limited cybercrime-related bilateral and multilateral 
treaties that have been entered into by Bangladesh. The 
consequence is that the collection of  evidence across 
national boundaries, extradition, and enforcement of  
judgments continue to be highly problematic. Previous 
investigations have highlighted that Bangladesh has weak 
laws and a lack of  forensic capabilities and cooperation 
from other nations to fight cross-border cybercrimes. 
However, much of  this research only highlights problems 
without comparing the experience of  Bangladesh to 
other countries or explaining why global tools such 
as the Budapest Convention are rarely applied in the 
country. The voices of  victims and the need for practical 
reforms, such as specialized cyber courts or better-trained 
investigators, are also missing. This study aims to bridge 
that gap by looking at these issues together and suggesting 
realistic ways forward for Bangladesh.

Research Questions
From the background of  this study, the key research 
questions emerge as follows: 
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more adaptable legal instruments capable of  reconciling 
different systems.

MATERIALS AND METHODS
This study uses a quantitative research approach to 
understand the judicial challenges of  prosecuting cross-
border cybercrimes in Bangladesh. The aim is to capture 
the real experiences and perceptions of  people directly 
connected to this issue, including legal practitioners, 
cybercrime investigators, ICT experts, and policymakers. 
By focusing on their views, the study seeks to measure how 
jurisdictional differences, weak international cooperation, 
and technological barriers affect the prosecution process.
To gather primary data, a structured survey questionnaire 
is used. The questions were supposed to be simple, easy 
to answer, including topics such as legislative framework, 
collecting evidence, international cooperation, and the 
effectiveness of  prosecution in general. A 5-point Likert 
scale is used in which individuals can rate their agreement, 
ranging from “ strongly disagree “ to “ strongly agree. 
This makes it possible to capture a range of  opinions 
in a measurable way. The sample size for the survey 
is calculated using Cronbach’s formula. The formula 
considers the margin of  error, the confidence level, and 
the estimated variation that exists in the population to 
ensure that the sample size is statistically valid for the 
extrapolation of  the results.
Cronbach’s formula for sample size determination is used 
to calculate the sample size for this study. The formula is 
as follows:
n = (Z2  .p .(1-p))/E2 
Where,
n = Required sample size
Z-score corresponding to the desired confidence level 
(for example, a 95% confidence level would correspond 
to Z=1.96
p = Estimated proportion of  the population that exhibits 
the characteristic of  interest (since we do not know the 
exact proportion, p is usually set at 0.5 for maximum 
variability)
E = Margin of  error (expressed as a decimal, for example, 
0.05 for a 5% margin of  error)

Step-by-Step Process
Determine Confidence Level: A standard confidence 
level for social research is 95%, which corresponds to a 
Z-score of  1.96.

Estimate Proportion (p)
If  the proportion of  employees exhibiting the 
characteristic is unknown, it is conservative to use p = 
0.5, as it maximizes the sample size.

Set Margin of  Error (E)
The margin of  error represents the precision of  the 
estimate. A common choice is E = 0.05 (i.e., 5% margin 
of  error).

1. In what ways do differences in countries’ laws and 
jurisdictions make it harder to bring cybercriminals to 
justice across borders?

2. What real obstacles do nations face when trying to 
work together, share evidence, and coordinate in tackling 
cross-border cybercrimes?

Objectives
The following specific objectives guide the study: 

1. Explore the challenges different countries face 
in creating laws that effectively address cross-border 
cybercrimes.

2. Examine the complexities involved in determining 
which country’s laws should apply when cybercrimes 
cross national boundaries.

3. Investigate how countries collaborate or struggle to 
coordinate efforts in prosecuting cybercrimes that span 
multiple jurisdictions.

4. Analyze the difficulties in collecting and handling 
digital evidence from multiple countries, especially with 
differing legal standards and privacy laws.

Theoretical Framework
In pursuing the prosecution of  cross-border cybercrimes, 
this study has employed the thought of  International 
Legal Pluralism, as initially developed by Teubner (1997), 
to articulate the problem. Legal pluralism at heart is the 
idea that the world is not governed by a single “legal 
system” of  individual, coercive domination, but by 
multiple legal systems, many of  which overlap and some 
of  which even cooperate, but many of  which also come 
into conflict with one another. These systems range from 
national to international laws, from bilateral treaties to 
informal country-to-country agreements. This concept 
is particularly relevant in the context of  cybercrime. 
Crimes committed online seldom remain in one country. 
The hacker might be sitting in one country, the victim 
in another, and the servers anywhere in the world. This 
has left a significant quantity of  confusion: Which laws 
should apply, who has a right to investigate, and how can 
countries share evidence when their legal rules are so very 
far apart?
When it comes to the five objectives of  this study, 
international legal pluralism also provides insight into the 
first two goals, on the difficulty of  creating good laws 
and the problems with the jurisdiction decision-making 
process when there is not a “master law” that lays down 
the law. Moreover, for the third objective, which is to 
cooperate, this framework explains why countries so often 
fail to collaborate: They are operating under different 
rules, protocols, and priorities. Moreover, in fourth place, 
even if  and when some evidence is collected, every 
country has its own rules about privacy, admissibility, 
and enforcement. The guiding theory for this research, 
international legal pluralism, helps explain why law 
enforcement’s job in prosecuting cybercrime across 
borders is so messy and challenging. It also emphasizes 
the importance of  greater international cooperation and 
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Apply Formula
Plugging these values into the formula, the sample size 
will be calculated.
For example, assuming a 95% confidence level (Z = 1.96), 
an estimated proportion of  0.5 (p = 0.5), and a margin of  
error of  5% (E = 0.05):
n = ((1.96)2  .0.5.(1-0.5))/(0.05)2 = 384.16
The sample size has been appropriately determined to 
ensure the result is reliable. Based on the formula for 
calculating sample size for proportions, we obtained that 
approximately 384 subjects are required. To ensure the 
data are robust and in case there are non-responses in 
some cases, the study targeted 400 participants in total. 
A stratified random sampling technique is used to select 
the participants to represent all voices from various 
institutions and professions equitably.
After data has been gathered through the survey, this 

software (version 25 of  SPSS) is applied to conduct 
the analysis. Descriptive statistics, means, proportions, 
and frequency tables summarize responses. We will 
also compare patterns between groups (e.g., lawyers vs. 
police officers vs. ICT experts). The study is conducted 
in accordance with ethical principles. All participants 
received the study’s objective and decided to participate 
voluntarily. “You will be consented prior to beginning, 
and your name and answers will be kept confidential”. By 
taking this approach, the study aims to present a roadmap 
of  the challenges for Bangladesh in tackling cross-border 
cybercrimes and make some practical recommendations 
to enhance laws and institutions in order to ensure 
stronger safeguards for people in the cyber era.

RESULTS AND DISCUSSIONS
Demographic Information

Table 1: Demographic Information
Age Frequency Percentage
20-30 119 29.75%
31-40 90 22.5%
41-50 83 20.75%
51-60 108 27%
Gender
Female 120 30%
Male 280 70%
Occupation
ICT Expert 112 28%
Lawyer 93 23.25%
Police Officer 99 24.75%
Policy Maker 96 24%
Education
Bachelor 190 47.5%
Master 134 33.5%
PhD 76 19%
Years of  Experience
1-10 136 34%
11-20 164 41%
21-30 100 25%
Region
Dhaka 60 15%
Chittagong 64 16%
Sylhet 61 15.25%
Barishal 53 13.25%
Khulna 58 14.5%
Rajshahi 54 13.5%
Rangpur 50 12.5%

Table 1 summarizes the demographic data that we 
obtained from our survey.
There is a wide variety of  respondents by demographic 

characteristics. Age-wise, most of  the respondents 
were 20-30 years (29.75%), and 51-60 years (27%) 
dominated the respondents, followed by 31-40 (22.5%) 
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and 41-50 (20.75%) categories. Regarding the gender 
distribution, there is a significant disparity; men 
(70%) vastly outnumber women (30%). In terms of  
occupation, participants come from a wide range of  
sectors and professions, from ICT professionals (28%) 
to lawyers (23.25%), police officers (24.75%), and 
policy makers (24%), indicating diverse points of  view. 
The percentage with different education levels was as 
follows: Bachelor’s degree holders (47.5%), those with a 
Master’s degree (33.5%), and those with a PhD (19%). 
With regard to experience, the standard size was 11–20 
years (41%), followed by 1–10 years (34%) and 21–30 
years (25%), in which we find both inexperienced and 

experienced professionals. Last, regional representation 
demonstrates that respondents hail from all parts of  
Bangladesh, with a slightly higher prevalence from 
Chittagong (16%), Sylhet (15.25%), and Dhaka (15%), 
but is relatively uniformly dispersed among the seven 
divisions.

The Challenges Several Countries Face
Figure 1 shows that outdated or weak laws are the 
biggest obstacle in fighting cybercrime, while issues like 
inconsistent definitions and poor cross-border provisions 
make things even harder. This means the law itself  often 
fails before a case even reaches prosecution. 

Figure 1: The challenges several countries face

Again, as Figure 1 shows, poor or outdated laws have 
a profound impact on cybercrime prosecutions, which 
received the highest agreement (mean = 4.3, median = 
4, SD = 0.5). This demonstrates that outdated legislation 
is doing a great deal to hinder prosecutions and let those 
who commit crimes get away with it. Almost as low is 
the flexibility of  laws to meet new cyber-crimes (mean = 
2.4, median = 2, SD = 0.6). In contrast, consistency of  
definitions among countries (mean = 2.6, median = 3, 
SD = 0.3) and adaptability of  existing laws to deal with 
cross-border matters (mean = 2.3, median = 2, SD = 0.7) 
are still weak, which means there are open spaces between 
national and international systems. This corroborates 
with Rana (2023), who stated that Bangladesh’s ICT Act 
(2006) and the Digital Security Act (2018) are outmoded 
and ill-designed, and thereby impotent in dealing with up-
to-date and cross-border cybercrimes.

The Complexities Involved in the Country’s Laws
Figure 2 highlights that countries often clash over who 
has the right to prosecute, with few working extradition 
treaties or strong agreements to solve these disputes.
Figure 2 illuminates the complications that confront 
jurisdictions in the investigation of  transnational 
cybercrimes. The transparency of  jurisdiction authority 
receives moderate scores (mean = 2.6, median = 3, SD = 

0.4), indicating that courts are often uncertain as to which 
agency has the right to prosecute. The prevalence of  
jurisdictional conflicts has a higher mean = 3.8, median 
= 43, and SD = 0.5, showing that issues between nations 
are still a significant deterrent. On the other hand, there 
are few extradition treaties for offenders (mean = 2.1, 
median = 2, SD = 0.3), denoting a lack of  international 
mechanisms. So too, the average level of  success of  100 
per cent when adjudication IS used (mean = 2.4, median 
= 2, SD = 0.5), indicates that treaties are not doing an 
excellent job in resolving disputes. In this respect, this 
finding validates Ehsan & Saquib’s (2024) argument about 
jurisdictional overlaps, the absence of  extradition treaties, 
and poor cross-national cooperation as the main barriers 
for fragmented and ineffectual cross-border cybercrime 
prosecutions.

Countries’ Collaboration or Struggle to Coordinate 
Efforts in Prosecuting Cybercrimes
Figure 3 points out that the most challenging part 
is forming effective joint investigation teams, since 
countries rarely share evidence smoothly or use legal 
treaties effectively.
Figure 4 highlights the difficulty of  international 
cooperation in the investigation and prosecution of  
cybercrimes. International cooperation on investigations 
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Figure 2: The complexities involved in a country’s laws

Figure 3: Countries’ collaboration or struggle to coordinate efforts in prosecuting cybercrimes

Figure 4: Difficulties in collecting and handling digital evidence

is reported as being moderate (mean = 2.3, median = 2, 
SD = 0.8) while sharing of  information and evidence 
is reported to be equally low (mean = 2.2, median = 2, 
SD = 0.7). E, the presence of  MLATs, (F) the relevance 
of  MLATs for cooperation (mean = 2.0, median = 2, 
= SD 0.7), and thus demonstrate that they hardly work 
in practice. In contrast, obstacles to establishing strong 

JITs that are good to purpose are perceived as the most 
formidable challenge (mean = 3.9, median = 4, SD = 
0.8), a finding indicative of  institutional barriers and 
distrust among countries. This finding is in line with that 
of  Momtaz (2024), who pointed out that in the absence 
of  strong bilateral and multilateral agreements, it was a 
difficult task for Bangladesh to secure evidence from 
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abroad and to collaborate with other countries, rendering 
JITs unhelpful and cooperation disconnected.

Difficulties in Collecting and Handling Digital Evidence
Figure 4 reveals that investigators struggle most with 
limited training and a lack of  advanced forensic tools, 
while encryption and privacy laws add further hurdles. 
Figure 4 highlights the difficulties in collecting and 
handling digital evidence in cross-border cybercrime 
cases. The availability of  advanced forensic tools and 
labs scores moderately (mean = 2.3, median = 2, SD = 
0.8), suggesting a shortage of  proper infrastructure. Legal 
admissibility of  digital evidence across jurisdictions shows 
similar challenges (mean = 2.5, median = 2, SD = 0.8), 
reflecting differences in legal standards. The impact of  
encryption and privacy laws on evidence collection also 
remains problematic (mean = 2.4, median = 2, SD = 0.8), 
as privacy protections often conflict with investigative 
needs. Most critically, the training and technical capacity 
of  investigators records the widest gap (mean = 2.2, 
median = 2.8, SD = 5.0), pointing to inconsistent skills 
and inadequate preparation among those handling digital 
forensics. This finding is supported by the results of  
Rahman (2023), who found that the investigators in 
Rajshahi do not have the technical skills to effectively 
preserve and analyze digital evidence, which in turn led 
to weak prosecution despite being able to identify crimes 
unambiguously.

Findings
The survey data and statistics shed light on some of  
the significant legal, judicial, and technical challenges 
in attributing cross-border cybercrimes. The attitudes 
of  the respondents about black letter laws, and the 
jurisdiction, cooperation, and evidence collection issues 
in a Bangladeshi context are depicted by these results.

1. The study is conducted through a survey on 
400 respondents from Bangladesh, including ICT 
professionals, lawyers, police, and policymakers. Overall, 
all divisions were represented (see Table 1). However, 
most respondents were aged between 20 and 30 (29.75%) 
and 61 and 70 (27%), with a marked gender disparity 
(70% male, 30% female)—the variance of  this sample 
allowed for the inclusion of  perspectives from various 
professional and geographical contexts.

2. Respondents overwhelmingly believe that the most 
significant impediment to prosecuting cybercrimes 
is archaic and feeble legal systems. They argued that 
the laws, including the ICT Act (2006) and the Digital 
Security Act (2018), are inadequate to counter changing 
and cross-border cyber threats, which create loopholes 
for the cyber criminals to slip through and go scot-free.

3. Findings revealed persistent jurisdictional conflicts. 
Participants noted that cross-border jurisdiction can be 
murky, with few extradition treaties to resolve the tug of  
war. Such lacunae in international legal instruments result 
in conflicts and discrepancies that act as an obstacle to 
prosecuting perpetrators.

4. International cooperation was rated poorly. 
Countries do not exchange evidence very much. Read 
more at: Techniques Reader Comments Techniques said: 
Mutual Legal Assistance Treaties (MLATs) are not used 
enough. Though theoretically important, cooperation 
mechanisms have not proved very effective in practice, 
given institutional mistrust and coordination problems, 
and global prosecutions remain fragmented.

5. Gathering and processing evidence proved to be an 
extremely challenging task. The researchers found that 
digital forensic tools and forensic training were not widely 
accessible. Furthermore, issues arising from encryption 
and differing privacy laws worldwide have made it 
challenging to admit evidence, as well as weakening 
judicial processes and making prosecution in general less 
effective.

Recommendations 
Legislation should also be reformed and updated to 
account for the new era of  cybercrime if  it is to help 
reduce the prevalence of  cross-border cybercrime. They 
should be brought into line with international norms, 
remove legal loopholes, and introduce severe penalties 
that will serve as a genuine deterrent. Absence of  such 
updates will allow hackers to exploit archaic setups.

1. There also needs to be greater international 
cooperation to respond to crimes that transcend national 
boundaries. Greater regional coordination through 
growing bilateral and multilateral agreements, proactively 
acceding to global conventions, and establishing regional 
platforms are helpful measures. They should make it 
easier to share evidence and prosecute cases.

2. Technical and legal considerations require the 
development of  a dedicated cybercrime capability. We 
require advanced forensic labs throughout the country, 
centre-led cybercrime units with international connections, 
and cyber courts in place. These organizations will serve 
as the basis for effective enforcement of  digital crimes.

3. One of  the most important issues is training and 
developing the new generation of  legal and investigative 
professionals. Ongoing programs need to be started for 
lawyers, judges, and investigators with certification courses 
in cyber law and digital forensics. Information sharing 
with jurisdictions that are cybercrime-sophisticated could 
improve professional standards.

4. Finally, we have to maintain a balance between 
privacy, security, and the protection of  victims. There 
must be clear rules on the ability to lawfully access content, 
including strong safeguards to prevent unauthorized 
access and abuse of  the system. Victims also need to be 
supported by legal assistance and protection to ensure 
that justice is delivered equally.

Limitations
This study has some limitations that should be considered. 
First, it is based on survey data collected from 400 
respondents in Bangladesh and, thus, while being diverse, 
it may not represent the views of  all stakeholders or 
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reflect international settings. The results are reports of  
what people think (or thought) through self-delusions, 
bias, ignorance of  relevant law and technology, and so 
forth. Furthermore, the research takes a quantitative 
perspective, which implies that qualitative information 
from in-depth interviews or case studies was not pursued. 
Finally, the very dynamic character of  cybercrime could 
result in some findings whose relevance has changed with 
new threats or legal provisions.

CONCLUSION
The research in this paper has explored the legal and 
jurisprudential problems relating to the litigation of  
cross-border cybercrimes, focusing on the context of  
Bangladesh. The results indicate that the outdated legal 
normative framework, the gap between jurisdictions 
and international cooperation, and the insufficient 
technological capacity are the most relevant obstacles for 
an effective investigation and prosecution. Even though 
there are laws such as the ICT Act (2006) and the Digital 
Security Act (2018), these measures are inadequate to 
handle emerging and transnational cyber challenges. In 
addition, the absence of  extradition agreements and the 
under-use of  international agreements like the Budapest 
Convention and the under-utilization of  Mutual Legal 
Assistance Treaties (MLAT) reflect the fragmented nature 
of  international responses. From the perspective of  
technologies, insufficient forensic resources and a lack of  
training for investigators, as well as encryption problems, 
complicate the evidence gathering and admissibility across 
regions. These barriers can be addressed by ensuring that 
the reform process aims at harmonizing legal regimes 
with international best practices, forming specialized 
cyber courts, and investing in forensic capabilities. Just 
as important is nurturing regional and international 
collaboration, facilitated by multilateral treaties and 
mechanisms for sharing evidence. In the end, an entire, 
holistic approach that will allow the state’s security, 
privacy, and the victim’s protection is needed for building 
Bangladesh’s (and the international system’s) capacity to 
make cross-border cybercrime prosecutions a success.
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