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Challenges cloud-based enterprise data governance is encountering include data growth, 
regulatory changes, and the inflexibility of  traditional rule-based systems. This systematic 
literature review, based on PRISMA guidelines, analyses 67 peer-reviewed papers (2019–2026) 
under three research questions related to AI-driven governance. Five weaknesses of  a rule-
based government are identified: rigidity of  policies, poor scalability, semantic ambiguity, slow 
adaptation of  policies, and weak anomaly detection. The benefits of  AI techniques such as 
machine learning classifiers, large language models to extract policies, reinforcement learning 
to control access dynamically, and graph neural networks for federated lineage are measurable, 
with an 85-95% accuracy in detecting compliance and 38-70% reduction in manual effort. 
There is a common layered architecture (ingestion, intelligence, policy and enforcement) 
with policy-as-code, active metadata and federated lineage revealed in a comparative analysis. 
But there are still some stark contrasts, such as in the balance between the accuracy of  a 
process and its explanation, between automation and auditability, and between cost reduction 
and assurance of  compliance. The review presents a reference architecture and governance 
maturity model for enterprise adoption, and identifies open challenges such as model drift, 
multi-cloud consistency and legal and regulatory uncertainty, which require further research.
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INTRODUCTION
Background and Motivation
Enterprise data asset governance has become a major 
operational and regulatory concern in the modern-
day cloud world. Organisations all over the world are 
undergoing a massive shift to multi-cloud and hybrid cloud 
environments due to growing demands for scalability, cost-
efficiency, and business agility (Islam, 2024). However, it 
is an overarching shift that significantly challenges the 
governance models of  enterprises, which have been 
developed over years. Cloud-native data ecosystems are 
elastic, distributed, and ephemeral, making it difficult 
for rule-based data governance frameworks to keep up 
with the dynamic nature of  data in cloud environments 
(Kosinska & Zielinski, 2023). At the same time, the 
regulatory landscape has become much more complex. 
Compliance is a continuous journey that enterprises need 
to navigate in parallel with various international regulatory 
frameworks, such as GDPR, CCPA, HIPAA, SOC 2, PCI-
DSS, Basel III, and the new regional data residency laws, 
which are sometimes applicable in dozens of  countries 
(Paladugu 2025). The manual nature of  interpreting, 
translating and implementing these requirements into 
operational governance policies is an organisational 
burden and contributes to the unacceptable time lag 
between regulatory changes and policy enforcement 
(Angamuthu 2025). In this context, AI-based data 
governance has taken a significant leap forward, both in 
research and in enterprise applications. The advocates of  
machine learning classifiers, NLP systems, reinforcement 

learning agents and graph neural networks are suggesting 
that the structural shortcomings of  rule-based governance 
can be overcome by adaptive, intelligent and automated 
cloud-scale governance (Singamsetty, 2021; Annam, 
2025). Existing evidence surrounding these assertions is 
still incomplete; however, the trade-offs involved in AI 
governance, such as the positive and negative aspects 
of  automation versus auditability, and the positive and 
negative aspects of  model accuracy versus explainability, 
are inadequately described in the literature.

Problem Statement
Although there is more and more research on how to 
do AI data governance, businesses aiming to integrate 
these into their processes have to overcome three basic 
challenges. First is the fact that none of  the limitations 
that AI addresses are systematically documented, whereas 
the ones it does are not limitations of  incumbent rule-
based systems. First, the specific limitations that AI 
addresses are not recorded, as opposed to those that 
remain unresolved. Second, there is a lack of  consensus 
regarding the components of  the architecture that 
define an AI-based governance framework, as there are 
multiple models with different proposed configurations 
of  the components and different ways to integrate them. 
Third, metrics and methodologies for the effectiveness 
of  frameworks in enterprise cloud environments are 
inconsistently used, and the documented trade-offs have 
not been rigorously quantified and used to inform the 
adoption of  the framework. These are vast uncertainties 
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for enterprise architects and data governance practitioners 
who are forced to make significant technology, talent 
and organisation change investments on the basis of  
incomplete evidence. A systematic synthesis of  existing 
research is thus timely and needed.

Research Questions
Three main research questions are used to organize this 
review: 

• RQ1 Limitations and AI Claims: What are the core 
challenges of  using rules for data governance in cloud-
based systems where AI (such as LLMs, reinforcement 
learning, anomaly detection) is purported to solve, and 
what evidence exists for this?

• RQ2 (Architectural Components): What architectural 
components (e.g., policy-as-code, metadata lakes, active 
metadata, federated lineage) make up an AI-governed 
architecture, and how are they different across AI-
governed architectures in the literature? 

• RQ3 (Evaluation and Trade-offs): What are the 
challenges for assessing the effectiveness, and what are 
the recognised trade-offs (accuracy versus explainability, 
automation versus auditability, cost versus compliance) 
in enterprise cloud environments for an AI-driven 
governance framework??

Research Objectives and Scope
The overall goal of  this review is to deliver a thorough 
and evidence-based presentation of  the existing research 
to answer the three above research questions with 
respect to AI for data governance in enterprise cloud 
environments. Secondary objectives are researching gaps 
requiring further empirical testing, a synthesised reference 
architecture for enterprise adoption, and articulating a 
governance maturity model to direct phased adoption. 
This review is restricted to enterprise cloud environments 
which include public, private and hybrid clouds. This does 
not include studies that only consider on-prem or edge 
computing governance, but do not apply to the cloud. 
The review includes AI technologies used to address data 
governance challenges, such as data classification, policy 
enforcement, compliance monitoring, access control, 
data lineage, and anomaly detection. Research from 2019 
to 2026 is included, as this was the time when governance 
through AI became a meaningful research field and 
practice.

Paper Structure
The rest of  this paper will be arranged as follows. Section 
2 details a thorough literature review that addresses the 
history of  data governance, drawbacks of  rule-based 
methods, ways in which AI is utilized in governance, 
comparisons of  existing frameworks and challenges in the 
cloud. The method followed for the systematic review is 
described in Section 3, which outlines the search strategy, 
inclusion and exclusion criteria, quality assessment 
and approach to synthesis. The results are reported in 
Section 4 according to the research questions. Section 5 

offers insights on key findings, a reference architecture 
and enterprise implementation considerations. Open 
challenges and future research directions are highlighted 
in Section 6. Section 7 is for study limitations, and Section 
8 is for conclusions of  the paper.

LITERATURE REVIEW
Evolution of  Data Governance: From On-Premise to 
Cloud
Data governance has evolved through three broadly 
distinguishable eras. The first era, spanning the late 1990s 
through the mid-2000s, was characterised by manual, 
policy-document-driven governance primarily concerned 
with data quality, master data management, and 
regulatory compliance in structured relational database 
environments. The Data Management Association 
(DAMA) framework and IBM Data Governance Council 
model exemplify this period’s structured yet manual 
orientation.
The second era, roughly 2008 to 2018, saw the emergence 
of  metadata-driven governance tooling, data catalogues, 
and semi-automated lineage tracking as enterprise data 
volumes expanded and early cloud adoption began. 
Commercial platforms such as Collibra, Alation, and IBM 
Information Governance Catalog introduced workflow-
driven governance processes, though these remained 
fundamentally rule-based in their enforcement logic.
The third and current era, catalysed by the mass migration 
to hyperscale cloud platforms and the maturation of  
machine learning capabilities, is characterised by the 
emergence of  AI-augmented governance. Cloud-native 
services such as AWS Glue, Azure Purview, and Google 
Cloud Data Catalog have introduced automated metadata 
discovery and classification, while research literature has 
begun exploring more sophisticated AI applications, 
including reinforcement learning for dynamic access 
control and LLMs for natural language policy 
interpretation (Pahune et al., 2025; Angamuthu, 2025).

Traditional Rule-Based Governance: Approaches 
and Limitations
Traditional rule-based data governance systems operate by 
encoding governance policies as explicit conditional rules, 
if-then logic structures that evaluate data attributes, user 
identities, and contextual parameters against predefined 
thresholds and classifications. This approach has proven 
effective in stable, well-defined environments where data 
schemas are consistent, regulatory requirements are static, 
and data volumes are manageable.
However, the literature consistently identifies several 
structural limitations. Kosinska and Zielinski (2023) 
demonstrated through experimental evaluation that rule-
based approaches to policy representation in cloud-native 
applications, while simplifying compliance with CI/
CD objectives, exhibit significant limitations in dynamic 
adjustment scenarios. The velocity of  requirement 
changes in cloud environments frequently exceeds the 
pace at which governance teams can author, test, and 
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deploy new rules. This creates governance latency, a 
temporal gap between the emergence of  a compliance 
requirement and its operational enforcement that 
represents material regulatory exposure.
Singamsetty (2021) characterises traditional rule-based 
systems as ‘rigid and unable to cope with the dynamic 
and heterogeneous nature of  modern data ecosystems,’ 
a characterisation corroborated by multiple subsequent 
studies. Islam (2024), in a systematic review of  120 
articles, identifies the need for ‘flexible and scalable 
governance models that can adapt to evolving regulations’ 
as the primary finding motivating AI adoption in cloud 
governance contexts.

AI Techniques Applied to Data Governance
Machine Learning for Classification and Anomaly 
Detection
Machine learning classifiers have been applied to data 
governance tasks, including automated data classification, 
policy violation detection, and anomaly identification. 
Supervised learning approaches employing support 
vector machines, random forests, and gradient boosting 
have demonstrated significant effectiveness in classifying 
data assets by sensitivity level and regulatory applicability. 
Singamsetty (2021) reports 92% accuracy in detecting 
policy violations using ML classifiers across multi-cloud 
datasets. In a related enterprise cybersecurity context, 
Khan et al. (2025) similarly find that AI-based threat-
detection models outperform conventional rule-based 
procedures in identifying malicious network activity, 
reinforcing the broader pattern of  AI classifiers exceeding 
rule-based baselines.
Anomaly detection has received particular attention, 
given its relevance to both security governance and 
compliance monitoring. Abdallah et al. (2024) provide 
a comprehensive review of  ML and deep learning 
techniques for cloud network anomaly detection, 
demonstrating that these approaches substantially 
outperform rule-based detection in high-dimensional, 
complex data environments. Xin et al. (2023) propose 
an Ensemble Learning-Based Detection framework 
achieving F1 scores above 0.8 for four-minute predictive 
anomaly detection in cloud applications. Mahajan et al. 
(2025) further demonstrate that advanced detection 
methods, particularly autoencoders and isolation forests, 
outperform traditional statistical approaches in precision 
and recall for compliance-relevant anomaly detection in 
revenue systems.

Natural Language Processing for Policy Extraction
The application of  NLP and, more recently, LLMs 
to governance policy extraction and interpretation 
represents one of  the most active frontiers in AI-
driven governance research. The fundamental challenge 
addressed is the translation of  regulatory text authored in 
natural language for legal interpretation into operational 
governance rules that can be automatically enforced by 
governance systems.

Pahune et al. (2025) examine AI data governance 
requirements for LLMs, noting that effective governance 
of  LLM systems requires the same NLP capabilities 
used within LLMs to be directed at governance policy 
interpretation. This reflexive application of  LLM 
capabilities to LLM governance represents an emerging 
research frontier. The study covers data quality 
management, privacy law compliance, and bias mitigation 
as governance dimensions amenable to NLP-based 
automation.
Pedroso et al. (2025) propose a novel anomaly detection 
framework integrating LLMs with Bayesian networks in 
cloud-native environments, demonstrating that LLMs 
effectively identify error events, while a ChatBot interface 
enables natural language interaction with governance 
systems, significantly reducing the expertise barrier for 
governance operation.

Reinforcement Learning for Dynamic Access 
Control
Reinforcement learning (RL) has been proposed as a 
mechanism for developing adaptive access control policies 
that evolve in response to observed access patterns, 
threat signals, and changing data sensitivity classifications. 
Unlike static role-based access control (RBAC) or 
attribute-based access control (ABAC) systems, RL-based 
access control agents learn optimal policy configurations 
through interaction with their environment, potentially 
enabling governance systems that improve continuously 
with operational experience.
Punniyamoorthy et al. (2026) introduce Cognitive 
Platform Engineering as a paradigm integrating sensing, 
reasoning, and autonomous action into cloud platform 
lifecycles, explicitly incorporating RL as a mechanism 
for continuous policy optimization. The prototype 
implementation demonstrates improvements in mean 
time to resolution and compliance metrics. Kirubakaran 
et al. (2025) present an Agentic Cloud Data Engineering 
platform where bounded AI agents reason over declarative 
compliance policies, achieving a 70% reduction in manual 
intervention through RL-informed operational decision-
making.

Graph Neural Networks for Data Lineage
Data lineage, the documentation of  data origins, 
transformations, and movement through organisational 
systems, is a fundamental governance capability 
required for regulatory compliance, impact analysis, 
and data quality assurance. Traditional lineage systems 
capture static snapshots of  data flows, but cloud-native 
architectures with dynamic microservices, streaming 
pipelines, and ephemeral compute resources demand 
real-time, automated lineage capture.
Graph neural networks (GNNs) have emerged as a 
promising approach to federated lineage in distributed 
environments. The graph-theoretic representation 
naturally accommodates the network topology of  data 
flows, while the neural learning component enables 
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inference of  lineage relationships from operational 
telemetry even where explicit instrumentation is absent. 
Kirubakaran et al. (2025) demonstrate automated 
lineage tracking in agentic cloud data pipelines, while 
Punniyamoorthy et al. (2025) present governance-aware 
API gateway architectures achieving a 42% reduction 
in policy drift through automated lineage-informed 
governance.

Existing AI-Driven Governance Frameworks: 
Comparative Analysis
Several AI-driven governance frameworks have been 
proposed in recent literature, reflecting different 
architectural philosophies and deployment contexts. 
Paladugu (2025) proposes a federated architecture with 
orchestration, intelligence, and enforcement layers for 
multi-cloud financial environments, demonstrating 
AI-based data discovery and compliance monitoring. 
Singamsetty (2021) presents an AI-driven framework 
leveraging ML and NLP for automated policy 
enforcement and anomaly detection, reporting 92% 
detection accuracy and a 38% reduction in auditing tasks.
Annam (2025) describes an AI-powered data 
observability and governance agent incorporating 
automated monitoring, intelligent root cause analysis, 
and proactive incident resolution. Angamuthu (2025) 
examines AI-driven governance in cloud-native BI 
architectures, emphasising integration with GDPR, 
CCPA, HIPAA, and SOC 2 requirements. Devarasetty 
(2023) proposes a framework emphasising privacy 
and compliance through automated classification and 
anomaly detection.
Across these frameworks, common architectural 
principles emerge: a preference for declarative, intent-
based policy specification; automated metadata collection 
and active metadata management; real-time compliance 
monitoring; and federated governance models that 
accommodate heterogeneous cloud environments while 
maintaining consistent policy enforcement.

Cloud-Specific Governance Challenges
Cloud environments introduce governance challenges 
that are qualitatively distinct from their on-premises 
counterparts. Multi-tenancy creates risks of  cross-
tenant data exposure and complicates the attribution 
of  governance responsibility between cloud service 
providers and tenants. Eboseremen et al. (2022) present 
a secure data integration architecture for financial 
services in multi-tenant environments, identifying zero 
trust principles, end-to-end encryption, and robust 
IAM as essential governance components, while 
noting implementation challenges including legacy 
system integration, latency under encryption, and key 
management complexity.
Data residency requirements mandating that certain data 
categories remain within specific geographic boundaries 
create significant governance complexity in globally 
distributed cloud architectures. The dynamic provisioning 

and deprovisioning of  cloud resources create ephemeral 
data processing contexts that traditional governance 
frameworks, designed around persistent infrastructure, 
cannot adequately govern. Obuse et al. (2025) examine 
AI-integrated identity governance in multi-access edge 
and cloud environments, demonstrating the complexity 
of  governing identity and access across resource-
constrained, decentralised infrastructures.
Hybrid cloud architectures, combining on-premises 
systems with multiple public cloud providers, present 
particular governance challenges as data traverses 
environments with different native governance 
capabilities, security models, and compliance tooling. 
Punia et al. (2024), in a systematic review of  118 
papers, identify blockchain-based access control as a 
promising complement to AI-driven governance in 
addressing the trust and auditability challenges inherent 
in distributed cloud environments. Mehboob et al. 
(2026) similarly emphasise that multi-cloud architectures 
compound governance complexity across identity and 
access management, data privacy, network security, 
and compliance, and argue that unified identity and 
policy management platforms are needed to maintain 
consistent governance across heterogeneous cloud 
providers.

Research Gaps and Positioning of  This Review
The existing literature, while substantial, exhibits 
several notable gaps that this review addresses. First, 
comparative studies of  architectural frameworks are 
largely absent; most papers propose a single framework 
without systematic comparison against alternatives. 
Second, the evidence base for AI claims in governance 
contexts is often limited to single-case evaluations 
without cross-environment validation, raising questions 
of  generalisability. Third, trade-off  analysis, particularly 
the tension between automation and auditability, and 
between accuracy and explainability, is rarely addressed 
quantitatively.
Fourth, governance maturity models for phased 
enterprise adoption are absent from the literature, 
creating a gap between research-level framework 
proposals and practical enterprise implementation 
guidance. This review addresses all four gaps through 
systematic synthesis, comparative analysis, trade-off  
characterisation, and the development of  a governance 
maturity model in Section 5.

MATERIALS AND METHODS
Review Type
This study employs a systematic literature review 
methodology, following the Preferred Reporting Items 
for Systematic Reviews and Meta-Analyses (PRISMA) 
guidelines. The systematic approach was selected to 
ensure reproducibility, transparency, and minimisation 
of  selection bias in the synthesis of  existing research 
on AI-driven data governance in cloud environments. 
A systematic approach is appropriate given the relatively 
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mature body of  literature, the existence of  multiple 
competing frameworks, and the need for rigorous 
evidence synthesis to answer the three research questions.

Search Strategy
Literature searches were conducted across five major 
academic databases: IEEE Xplore, ACM Digital Library, 
ScienceDirect, Springer Link, and Google Scholar. 
The search was executed in January 2026, covering 
publications from January 2019 to December 2025, with 
selected 2026 publications included where available. 
The primary search strings were constructed to address 
each research question independently while capturing 
overlapping literature.
Primary search string (RQ1): (“data governance” OR 
“cloud governance”) AND (“rule-based” OR “policy 
enforcement”) AND (“AI” OR “machine learning” 
OR “deep learning”) AND (“cloud” OR “multi-
cloud”). Primary search string (RQ2): (“data governance 
framework” OR “governance architecture”) AND 
(“policy-as-code” OR “active metadata” OR “metadata 
lake” OR “federated lineage”) AND (“cloud” OR 
“enterprise”). Primary search string (RQ3): (“data 
governance” OR “governance framework”) AND 
(“evaluation” OR “assessment” OR “trade-off ” OR 
“explainability”) AND (“enterprise” OR “cloud”) AND 
(“AI” OR “machine learning”).

Inclusion and Exclusion Criteria
Inclusion criteria required that papers: (1) address data 
governance in cloud or hybrid cloud environments; (2) 
involve AI, ML, or related computational intelligence 
techniques in governance tasks; (3) were published in 
peer-reviewed venues including journals, conference 
proceedings, or arXiv preprints with institutional 
affiliation; (4) were available in English; and (5) reported 
empirical results, system designs, or systematic reviews.
Exclusion criteria eliminated papers that: (1) addressed 
governance exclusively in on-premise environments 
without cloud applicability; (2) addressed general cloud 
security without governance-specific components; (3) 
were duplicates, editorials, or short abstracts; (4) were 
published before 2019, reflecting the pre-cloud-AI-
governance period; or (5) did not address enterprise 
deployment contexts.

Quality Assessment of  Selected Papers
Selected papers were assessed using a modified quality 
assessment checklist adapted from established systematic 
review methodology. Quality dimensions assessed 
included: clarity of  research objective, appropriateness 
of  methodology, rigour of  evaluation, reproducibility 
of  results, relevance to enterprise cloud contexts, and 
recency of  publication. Papers were scored on a five-point 
scale across these dimensions, and those scoring below a 
minimum threshold (three out of  five) were excluded from 
the final synthesis. This process yielded a final corpus of  
67 papers with a mean quality score of  3.8.

Data Extraction and Synthesis Approach
Data extraction was performed using a structured 
extraction template capturing: study type, AI technique(s) 
employed, governance task(s) addressed, evaluation 
metrics, reported performance figures, identified 
limitations and trade-offs, and architectural components 
described. Extracted data were synthesised using 
thematic analysis, with themes developed inductively 
from the extracted data and deductively from the 
research questions. Quantitative evidence was aggregated 
where comparable metrics were reported across multiple 
studies; qualitative findings were synthesised narratively.

Limitations of  the Review Methodology
The review methodology exhibits several limitations 
acknowledged in Section 7. Publication bias is a concern, 
as positive results are overrepresented in published 
literature. The rapid evolution of  AI capabilities means 
that some reviewed techniques may be superseded. 
Database coverage, while extensive, may miss relevant 
grey literature or non-English publications. The 
heterogeneity of  evaluation methods across studies limits 
direct quantitative comparison.

Figure 1: PRISMA 2020 flow diagram illustrating the 
systematic literature search and selection process.

RESULTS AND DISCUSSION
Results for RQ1: Limitations of  Rule-Based 
Governance and AI Claims
Documented Limitations from Literature
The systematic analysis of  22 papers addressing RQ1 
identified five primary categories of  rule-based 
governance limitation in cloud environments, as 
summarised in Table 1.
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Table 1: Primary limitations of  rule-based governance in cloud environments were identified in a systematic literature 
review.

Limitation 
Category

Description Representative Studies Cloud Impact

Static Policy 
Rigidity

Rules cannot adapt to evolving regulatory 
requirements or data contexts without 
manual intervention.

Kosinska & Zielinski 
(2023); Singamsetty 
(2021)

Critical   regulatory 
lag

Scalability 
Constraints

Rule engines struggle with cloud-scale 
data velocity and volume, creating 
enforcement bottlenecks.

Annam (2025); Islam 
(2024)

High   cloud native 
failure

Semantic 
Ambiguity

Rules cannot interpret regulatory intent; 
only syntactic pattern matching against 
explicit conditions.

Pahune et al. (2025); 
Angamuthu (2025)

High   compliance 
gaps

Detection 
Sensitivity

High false positive/negative rates in 
anomaly detection due to the inability to 
learn from context

Olateju et al. (2024); 
Abdallah et al. (2024)

High   security 
exposure

Cross-Cloud 
Inconsistency

Rule replication across cloud 
environments creates governance drift 
and inconsistent enforcement.

Paladugu (2025); 
Punniyamoorthy et al. 
(2025)

Critical   multi-cloud

Static policy rigidity emerges as the most consistently 
documented limitation. Kosinska and Zielinski 
(2023) demonstrate empirically that while rule-based 
approaches provide a manageable foundation for 
policy representation in cloud-native applications, the 
velocity of  change requirements fundamentally strains 
this model’s operational viability. Singamsetty (2021) 
characterises the inflexibility of  rule-based systems 
as their primary structural deficiency, noting that the 
heterogeneous nature of  modern cloud ecosystems 
generates data contexts that pre-authored rules cannot 
anticipate.

AI Techniques Proposed as Solutions
The literature proposes AI techniques mapped to 
specific governance limitations, with varying degrees 
of  empirical support. Machine learning classifiers 
address detection sensitivity and classification 
accuracy limitations; NLP and LLMs address semantic 
ambiguity in policy interpretation; RL addresses static 
policy rigidity through adaptive policy learning; and 
distributed AI agents address cross-cloud inconsistency 
through coordinated enforcement. Table 2 maps these 
relationships.

Table 2: AI techniques mapped to rule-based governance limitations.

AI Technique Limitation Addressed Representative Work Claimed Outcome
ML Classifiers Detection sensitivity; 

classification accuracy
Singamsetty (2021); Xin et al. 
(2023)

92% policy violation detection; F1 
> 0.8 predictive anomaly detection

LLMs / NLP Semantic ambiguity; 
regulatory interpretation

Pahune et al. (2025); Pedroso et 
al. (2025)

Automated policy extraction from 
regulatory text; natural language 
governance interaction

Reinforcement 
Learning

Static policy rigidity; 
adaptive access control

Punniyamoorthy et al. (2026); 
Kirubakaran et al. (2025)

70% reduction in manual 
intervention; continuous policy 
optimization

Deep Learning 
(Autoencoders, 
Isolation Forests)

False positive reduction; 
complex anomaly 
patterns

Olateju et al. (2024); Mahajan 
et al. (2025)

Significant reduction in false 
positive rates vs. statistical 
baselines

Graph Neural 
Networks

Data lineage 
in distributed 
environments

Kirubakaran et al. (2025); 
Punniyamoorthy et al. (2025)

Automated lineage capture; 42% 
reduction in policy drift

Evidence Supporting AI Claims
The quality of  evidence supporting AI governance claims 
varies substantially across studies. The strongest evidence 
comes from controlled experimental evaluations in realistic 
cloud environments. Singamsetty (2021) reports 92% 
accuracy in policy violation detection and 38% reduction 
in manual auditing tasks across multi-cloud datasets. 

Kirubakaran et al. (2025) demonstrate 45% reduction in 
mean pipeline recovery time and 25% operational cost 
reduction in agentic cloud governance. Punniyamoorthy 
et al. (2025) show 42% reduction in policy drift and 31% 
improvement in configuration propagation time.
Malaiyappan et al. (2024) report significant reductions in 
mean time to detect security incidents through ML-based 
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compliance monitoring. Islam (2024), synthesising 120 
studies, provides the broadest evidence base, consistently 
finding that AI-driven governance approaches outperform 
rule-based alternatives across multiple performance 
dimensions, including detection accuracy, compliance 
coverage, and operational efficiency.
However, several methodological concerns limit the 
generalisability of  these findings. Many studies report 
results from single-organisation deployments without 
cross-environment validation. Effect size reporting is 
inconsistent, making meta-analytic synthesis difficult. The 
temporal scope of  evaluations is frequently limited, raising 
questions about performance under real-world conditions, 
including model drift and concept shift.

Results for RQ2: Architectural Components of  AI-
Driven Frameworks
Core Architectural Layers
Synthesis across 24 papers addressing RQ2 reveals a 
common four-layer reference architecture emerging from the 
literature, though terminology and component granularity 
vary significantly across frameworks. The four layers 
are: (1) Data Ingestion and Discovery Layer, responsible 
for automated asset discovery, metadata collection, and 
schema inference; (2) Intelligence and Analysis Layer, 
housing ML models, LLM engines, and analytical reasoning 
components; (3) Policy Management Layer, implementing 
policy-as-code, rule engines, and compliance mapping; 
and (4) Enforcement and Audit Layer, operationalising 
governance decisions and generating audit trails.
Paladugu (2025) employs a three-layer federated architecture 
with orchestration, intelligence, and enforcement planes 
for multi-cloud financial environments. Kirubakaran et 
al. (2025) implement a policy-aware control architecture 
integrating AI agents across governance and control planes. 
Punniyamoorthy et al. (2026) propose a four-plane reference 
architecture unifying data collection, intelligent inference, 
policy-driven orchestration, and human experience layers. 
These frameworks exhibit structural convergence despite 
differing terminologies.

Key Components: Active Metadata, Policy-as-Code, 
Federated Lineage
Active metadata is distinguished from passive metadata 
catalogues by its capacity to trigger automated governance 
actions in response to metadata changes. Yang et al. (2025) 
examine AI-assisted metadata management frameworks, 
demonstrating that active metadata approaches automate 
metadata generation, enhance governance relevance, 
and improve data accessibility. Kumar (2025) reports 
significant improvements in operational efficiency and 
security through intelligent governance frameworks 
integrating active metadata management. Kandhikonda 
(2025) shows that AI-driven data lakes leveraging active 
metadata improve searchability, data quality, and analytics 
capabilities.
Policy-as-code represents the translation of  governance 
policies from human-readable documents into machine-
executable code, enabling version control, automated 
testing, and CI/CD integration of  governance policies. 
Kosinska and Zielinski (2023) evaluate rule-based policy 
representation in cloud-native environments, establishing 
the baseline from which policy-as-code advances. 
Punniyamoorthy et al. (2026) demonstrate that Open 
Policy Agent (OPA)-based policy-as-code, combined with 
ML-based anomaly detection, enables resilient and intent-
aligned cloud environments. Kirubakaran et al. (2025) 
show policy-bounded agentic control reducing manual 
governance intervention by over 70%.
Federated lineage enables consistent data lineage tracking 
across heterogeneous cloud environments without 
centralising all lineage data in a single repository. This 
addresses both scalability constraints and data sovereignty 
requirements. The agentic cloud data engineering platform 
of  Kirubakaran et al. (2025) implements federated lineage 
through agent-based metadata coordination, while the 
intent-driven API gateway architecture of  Punniyamoorthy 
et al. (2025) demonstrates lineage-informed policy 
enforcement across multi-cluster deployments.

Comparative Table of  Existing Frameworks

Table 3: Comparative analysis of  AI-driven governance frameworks across key architectural dimensions.
Framework Year AI Technique Policy-

as-Code
Policy-
as-Code

Fed. 
Lineage

Key Metric

Singamsetty (AI 
Governance)

2021 ML + NLP Partial Partial No 92% detection 
accuracy

Paladugu (Multi-Cloud 
Financial)

2025 ML + Adaptive 
Learning

Yes Yes Partial Federated architecture

Kirubakaran (Agentic 
Cloud DE)

2025 Agentic AI + RL Yes Yes Yes 70% manual reduction

Punniyamoorthy 
(Cognitive PE)

2026 ML + RL + OPA Yes Yes Partial Improved MTTR

Annam (AI Observability 
Agent)

2025 ML + Root 
Cause AI

Partial Partial Yes Operational efficiency

Devarasetty (Privacy 
Framework)

2023 ML Classification No No No Privacy compliance

Kumar (Intelligent 
Governance)

2025 ML + LLM Yes Yes Partial Operational efficiency
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Results for RQ3: Evaluation Metrics and Trade-offs
Quantitative Evaluation Metrics
Analysis of  28 papers addressing RQ3 identifies the 
primary quantitative metrics employed to evaluate AI-
driven governance framework effectiveness. Compliance 
detection accuracy, measured as the proportion of  true 
policy violations correctly identified, is the most commonly 
reported metric, with values ranging from 85% to 95% across 
reviewed studies. Mean time to detect (MTTD) security 
and compliance incidents is reported by Malaiyappan et al. 
(2024) as significantly reduced by ML-driven monitoring, 
though specific values vary by implementation context.
Reduction in manual governance overhead, typically 
measured as a percentage reduction in manual auditing 
tasks or operational intervention events, is reported across 
several studies: Singamsetty (2021) reports 38% reduction 
in manual auditing; Kirubakaran et al. (2025) report 70% 
reduction in manual intervention; Paladugu (2025) reports 
reduced manual monitoring obligations alongside improved 
audit execution. Operational cost metrics, including pipeline 
recovery time and resource utilisation efficiency, are reported 
by Kirubakaran et al. (2025), showing 45% recovery time 
reduction and 25% cost reduction.

Qualitative Evaluation Approaches
Beyond quantitative metrics, several qualitative evaluation 
dimensions are identified. Explainability is assessed through 
a review of  whether frameworks provide interpretable 
governance decisions amenable to regulatory audit. 
Muhammad et al. (2026) introduce Audit-as-Code as a 
paradigm transforming AI assurance from documentation-
driven to quantitative and reproducible, representing a 
significant advance in governance auditability. Lin (2024) 
proposes a framework for evaluating ethical, controllable, 
viable, and desirable AI in business contexts, providing 
qualitative criteria applicable to governance system 
assessment.
Regulatory alignment, the degree to which framework outputs 
satisfy specific regulatory requirements, is evaluated through 
compliance mapping exercises in Paladugu (2025) and 
Angamuthu (2025). Goyal (2025) assesses XAI integration 
in cloud-based enterprise applications, demonstrating that 

explainability features improve transparency and user trust 
in governance decisions, a qualitative outcome with material 
implications for governance adoption.

Documented Trade-offs
The literature documents three primary categories of  trade-
off  in AI-driven governance systems. The accuracy-versus-
explainability trade-off  is the most extensively discussed. 
Evite et al. (2026), in a study of  financial AI practitioners, 
find that explainability and compliance are prioritised 
as prerequisites, while accuracy and cost are treated as 
optimisation constraints, suggesting that in regulated 
contexts, explainability may be a harder constraint than 
accuracy. Goyal (2025) demonstrates that XAI integration 
improves trust but introduces computational overhead. The 
fundamental tension is that the highest-performing models 
(deep neural networks, ensemble methods) are also the least 
interpretable, while interpretable models (decision trees, 
logistic regression) sacrifice performance.
The automation-versus-auditability trade-off  manifests in 
the observation that fully automated governance decisions, 
while efficient, create challenges for regulatory audit trails 
that require human-interpretable decision rationales. Essien 
et al. (2025) examine AI-driven continuous compliance 
models and find that audit requirements necessitate human 
oversight integration, constraining the degree of  automation 
achievable in regulated industries. Muhammad et al. (2026) 
address this directly through Audit-as-Code, proposing 
reproducible and operationally verifiable audit processes as 
a mechanism to reconcile automation with auditability.
The cost-versus-compliance trade-off  is examined by 
Devan et al. (2024), who find that AI-driven solutions 
improve compliance accuracy and efficiency but 
introduce implementation costs, including model training, 
infrastructure, and talent that can be substantial. Sirangi 
(2024) reports 92% improvement in financial compliance 
through AI risk scoring but acknowledges significant 
compute and implementation costs. Malaiyappan et al. 
(2024) document that ML-powered compliance monitoring 
significantly reduces operational costs once deployed, but 
initial investment thresholds may be prohibitive for smaller 
enterprises. Table 4 summarises these trade-offs.

Table 4: Documented trade-offs in AI-driven governance frameworks with mitigation strategies.

Trade-off  
Dimension

Benefit of  AI Approach Cost / Risk Mitigation Strategies

Accuracy vs. 
Explainability

High detection accuracy (85-95%); 
complex pattern recognition

Black-box decisions; 
regulatory audit challenges

XAI integration; hybrid 
rule-AI approaches; 
Audit-as-Code

Automation vs. 
Auditability

70% reduction in manual 
intervention; real-time 
enforcement

Reduced audit trail 
interpretability; regulatory 
non-compliance risk

Human-in-the-loop 
checkpoints; policy-
bounded agents; audit 
logging

Cost vs. Compliance 38-92% compliance improvement; 
reduced operational cost post-
deployment

High initial implementation 
cost; model training 
overhead

Phased adoption; ROI 
modelling; cloud-native 
ML services

Adaptability vs. 
Stability

Dynamic policy adaptation to 
regulatory change

Model drift, unpredictable 
policy changes, and 
governance instability

Drift monitoring; policy 
versioning; staged 
rollout
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Discussion
Interpretation of  Key Findings
What AI Genuinely Solves
The evidence base reviewed supports several well-
established claims for AI-driven governance. There is 
strong consensus that ML-based anomaly detection 
substantially outperforms rule-based approaches in both 
accuracy and adaptability across multiple independent 
evaluations (Abdallah et al., 2024; Xin et al., 2023; 
Mahajan et al., 2025). The evidence for automated data 
classification and policy violation detection is similarly 
robust, with consistent reports of  85-95% accuracy across 
diverse cloud environments (Singamsetty, 2021; Sirangi, 
2024). AI-driven automation of  governance operations 
demonstrably reduces manual overhead, with the 38-
70% reduction range being consistently reported across 
different governance tasks and organisational contexts.
For enterprise architects, these findings support confident 
investment in ML-based monitoring and detection 
capabilities, where evidence is mature and trade-offs are 
well-understood. The application of  NLP to regulatory 
text interpretation also shows meaningful promise, 
though evidence is less mature and dependent on LLM 
quality and regulatory domain specificity.

What AI Does Not Yet Solve
Several governance challenges remain inadequately 
addressed by current AI approaches. Model 
interpretability in high-stakes governance decisions 
remains a fundamental limitation; the most accurate 
models are systematically the least explainable, and 
existing XAI techniques introduce performance penalties 
(Evite et al., 2026; Goyal, 2025). Multi-cloud governance 
consistency, ensuring that AI-driven policies are enforced 
equivalently across heterogeneous cloud environments, 
remains technically challenging, with no framework 
demonstrating comprehensive cross-cloud validation.
The problem of  regulatory hallucination in LLM-based 
policy extraction, where language models generate 
plausible but incorrect policy interpretations, is identified 
as a significant risk but remains inadequately studied. 
Model drift in production governance systems, where 
the statistical distributions on which models were trained 
diverge from operational data over time, is acknowledged 
as a challenge but rarely studied empirically in governance 
contexts.

Synthesis: Proposed Integrated Reference 
Architecture
Drawing on the comparative framework analysis and 
thematic synthesis, this review proposes an integrated 
reference architecture for AI-driven enterprise cloud 
governance comprising five layers. Layer 1 (Data 
Fabric) provides unified data access across cloud 
environments through active metadata management 
and automated asset discovery. Layer 2 (Intelligence 
Plane) houses ML models, LLM engines, and RL agents 
responsible for classification, anomaly detection, policy 

interpretation, and access control optimisation. Layer 3 
(Policy Management) implements policy-as-code using 
declarative frameworks such as OPA, with automated 
testing and CI/CD integration. Layer 4 (Enforcement 
and Orchestration) operationalises governance decisions 
through bounded agentic actions, real-time monitoring, 
and federated lineage tracking. Layer 5 (Audit and 
Explainability) provides Audit-as-Code capabilities, XAI 
explanations for governance decisions, and regulatory 
compliance reporting.
This architecture synthesises the federated design of  
Paladugu (2025), the agentic control plane of  Kirubakaran 
et al. (2025), the cognitive platform engineering model of  
Punniyamoorthy et al. (2026), and the active metadata 
orientation of  Yang et al. (2025) and Kumar (2025). The 
explicit Audit and Explainability layer, addressing the 
automation-auditability trade-off  identified in Section 
4.3.3, is a novel contribution of  this synthesis.

Enterprise Implementation Considerations
Maturity Model for Adoption
Enterprises cannot be expected to implement the full 
reference architecture simultaneously. A governance 
maturity model comprising four stages is proposed. 
Stage 1 (Foundational) corresponds to the establishment 
of  metadata cataloguing, basic policy-as-code, and ML-
based data classification as foundational capabilities. 
Stage 2 (Monitored) adds real-time anomaly detection, 
automated compliance monitoring, and lineage tracking. 
Stage 3 (Adaptive) introduces LLM-assisted policy 
interpretation, RL-based access control optimisation, and 
federated governance across cloud environments. Stage 4 
(Autonomous) represents the full deployment of  agentic 
governance with Audit-as-Code and continuous self-
optimisation, subject to human oversight checkpoints.
This staged approach aligns with the phased 
implementation strategies recommended by Paladugu 
(2025) and reflects the ROI evidence base, which shows 
the strongest returns in early automation stages before 
diminishing returns set in for advanced AI capabilities.
5.3.2 Integration with Existing Platforms
Enterprise governance implementations must integrate 
with existing cloud platforms, including AWS, Azure, 
and Google Cloud, each of  which provides native 
governance tooling with different capabilities and APIs. 
Angamuthu (2025) specifically addresses this integration 
challenge, recommending API-first architectural 
principles and cloud-agnostic governance layers. The 
policy-as-code approach, particularly through OPA and 
its cloud-provider adapters, provides a viable integration 
mechanism that avoids vendor lock-in while leveraging 
cloud-native security primitives.

Comparison with Traditional Governance
The cost-benefit analysis emerging from the reviewed 
literature indicates that AI-driven governance frameworks, 
despite higher implementation costs, deliver positive 
ROI for enterprises of  sufficient scale and regulatory 
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complexity. The break-even point, where reduced 
operational costs and improved compliance outcomes justify 
implementation investment, is not precisely characterised 
in the literature a significant gap given its importance to 
adoption decisions. Devan et al. (2024) provide the most 
direct comparative analysis, finding that AI-driven solutions 
improve compliance accuracy and efficiency but require 
careful ROI modelling for smaller enterprises.

Theoretical and Practical Implications
Theoretically, the findings of  this review support the 
proposition that governance is a domain where AI can 
provide genuine, quantifiable value beyond automation of  
existing processes. The consistent evidence of  improved 
accuracy and efficiency across independent studies suggests 
that AI governance represents a category of  AI application 
where the evidence base is more mature than in many other 
enterprise AI domains.
Practically, the findings suggest that enterprise governance 
teams should prioritise ML-based monitoring and detection 
as near-term investments, while developing capability 
roadmaps for more advanced AI applications. The trade-
off  analysis underscores the importance of  explainability 
investment alongside accuracy optimisation, particularly in 
regulated industries where governance decisions must be 
auditable.

Contradictions and Disagreements in Literature
The literature exhibits several notable contradictions. Studies 
proposing AI governance solutions consistently report 
impressive performance metrics, while methodological 
limitations reviews (including Islam 2024) note the systemic 
overrepresentation of  positive results. The degree to which 
reported accuracy figures from controlled environments 
generalise to production deployments is contested. 
Furthermore, some authors argue that AI introduces 
governance risks, particularly through opaque model 
decisions and potential for adversarial manipulation that may 
offset governance benefits in high-risk compliance contexts 
(Muhammad et al., 2026; Lin, 2024). These contradictions 
underscore the need for longitudinal, multi-environment 
evaluation studies.

Open Challenges and Future Research Directions
Technical Challenges
Model drift in production governance systems represents 
perhaps the most significant unresolved technical challenge. 
As data distributions evolve, user behaviour changes, and 
regulatory requirements shift, governance models trained 
on historical data may degrade in effectiveness. Continuous 
monitoring and retraining frameworks for governance 
models are inadequately studied, and best practices have not 
emerged from the literature.
Multi-cloud governance consistency remains technically 
challenging. No existing framework demonstrates 
comprehensive, empirically validated consistency of  AI-
driven governance enforcement across multiple cloud 
providers with heterogeneous native capabilities. The 

standardisation of  governance APIs and metadata formats 
across cloud providers is a prerequisite that remains 
unaddressed by the research literature.
Compute cost is an increasingly significant concern as 
governance AI models grow in complexity. LLM-based 
policy interpretation, in particular, introduces substantial 
inference costs for high-frequency governance events. 
Efficient model architectures and hardware-software co-
optimisation strategies specific to governance workloads 
require dedicated research attention.

Organisational Challenges
The skills gap between the ML expertise required to 
implement and maintain AI governance systems and the 
data governance expertise held by most governance teams 
represents a significant organisational barrier to adoption. 
Research into human-AI collaboration frameworks for 
governance, where AI handles routine decisions while 
humans handle edge cases, and oversight is needed to 
address this gap.
Trust in AI governance decisions, particularly in high-stakes 
compliance determinations, remains a barrier. Organisations 
and regulators require confidence that AI governance systems 
make decisions consistently, fairly, and in accordance with 
regulatory intent. Building this trust through explainability, 
auditing, and certification frameworks is an active challenge 
requiring cross-disciplinary research involving law, ethics, 
and computer science.

Future Research Directions
Three priority research directions emerge from this review. 
First, agentic governance, the application of  multi-agent AI 
systems to coordinated governance decision making across 
complex cloud environments, represents a frontier with 
substantial theoretical and practical potential. Kirubakaran 
et al. (2025) and Ali and Dornaika (2025) provide early 
contributions, but comprehensive empirical evaluations are 
absent.
Second, LLM-based policy authoring, where language 
models assist or automate the translation of  regulatory 
requirements into operational governance policies, holds 
transformative potential but requires careful research 
attention to accuracy, consistency, and hallucination risks. 
The reflexive application of  LLMs to LLM governance 
(Pahune et al. 2025) highlights the urgency of  this research 
direction.
Third, verifiable AI governance, the development of  formal 
verification methods that can provide provable guarantees 
about AI governance system behaviour, would address 
fundamental audit and trust challenges. Drawing on formal 
methods from software verification and applying them to 
ML governance components represents a long-term but 
high-value research direction.

Limitations of  the Study
Scope Limitations
This review is deliberately limited to enterprise cloud 
environments and AI-driven governance approaches. 
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Governance research from on-premise, edge computing, 
or IoT contexts is excluded, which means findings may 
not generalise to hybrid architectures where a significant 
proportion of  governance activity occurs outside cloud 
environments. Additionally, the enterprise focus means 
that findings regarding smaller organisations or public 
sector entities should be interpreted with caution.

Publication Bias
As with all systematic literature reviews, publication bias 
is a concern. Studies reporting positive results for AI 
governance approaches are more likely to be published 
than studies reporting null or negative results. This means 
the performance figures reported in this review likely 
represent an optimistic upper bound on AI governance 
effectiveness in production deployments. Future research 
should specifically seek out and publish null results and 
deployment failure analyses to correct this imbalance.

Temporal Limitations
The AI field is evolving at an exceptionally rapid pace, 
and some findings of  this review may be superseded by 
subsequent technical developments. In particular, the 
rapidly improving capability of  LLMs may render some 
conclusions about NLP limitations in policy interpretation 
outdated within the near term. Readers should consider 
this review as a snapshot of  the literature as of  early 2026 
and consult more recent publications for cutting-edge 
developments.

Language and Database Coverage
This review is limited to English-language publications, 
potentially excluding relevant research published in 
other languages. Database coverage, while extensive, 
may miss relevant publications in specialised conference 
proceedings or industry reports not indexed in the 
searched databases. The inclusion of  arXiv preprints 
mitigates this limitation for computer science literature 
but introduces quality variability.

CONCLUSION
Summary of  Answers to Research Questions
This systematic review has addressed three research 
questions regarding AI-driven data governance in 
enterprise cloud environments. For RQ1, the review 
identifies five fundamental limitations of  rule-based 
governance: static policy rigidity, scalability constraints, 
semantic ambiguity, detection sensitivity deficiencies, and 
cross-cloud inconsistency and finds substantive, though 
not always generalisable, evidence that AI techniques, 
including ML classifiers, LLMs, RL agents, and deep 
learning anomaly detectors, address these limitations with 
measurable efficacy.
For RQ2, synthesis of  24 papers reveals a common 
four-layer reference architecture (ingestion, intelligence, 
policy, enforcement/audit) with policy-as-code, active 
metadata management, and federated lineage as the three 
most consistently identified architectural components. 

The comparative framework analysis in Table 3 shows 
that more recent frameworks (2025-2026) exhibit greater 
architectural completeness, with agentic and federated 
designs emerging as the dominant paradigm.
For RQ3, the review identifies compliance detection 
accuracy (85-95%), manual overhead reduction (38-
70%), and operational cost efficiency as the primary 
quantitative evaluation metrics, while documenting four 
principal trade-off  dimensions: accuracy-explainability, 
automation-auditability, cost-compliance, and 
adaptability-stability. Mitigation strategies for each trade-
off  are synthesised from the literature and presented in 
Table 4.

Key Contributions of  this Review
The principal contributions of  this review are: (1) a 
systematic synthesis of  evidence for AI governance 
claims, distinguishing well-supported from speculative 
assertions; (2) a comparative architectural analysis across 
seven representative frameworks, identifying common 
components and design patterns; (3) a comprehensive 
trade-off  characterisation with quantified evidence and 
mitigation strategies; (4) a synthesised five-layer reference 
architecture integrating the best elements of  reviewed 
frameworks; and (5) a four-stage governance maturity 
model for phased enterprise adoption.

Practical Implications for Enterprises
Enterprises considering AI-driven governance 
investment should prioritise ML-based anomaly 
detection and automated compliance monitoring as early, 
high-confidence investments with well-documented 
ROI. Policy-as-code adoption should accompany 
these investments to enable version-controlled, 
testable governance as a foundation for AI integration. 
Explainability investments should be treated as mandatory 
in regulated industries, not optional enhancements. 
Phased adoption following the maturity model proposed 
in Section 5.3 reduces implementation risk while building 
institutional capability for more advanced AI governance 
stages.

Recommendations for Future Work
Future empirical research should prioritise longitudinal 
evaluations of  AI governance systems in production 
deployments, with rigorous measurement of  model 
drift and performance degradation over time. Cross-
environment comparative studies validating framework 
performance across multiple organisations and cloud 
providers are needed to establish generalisable findings. 
Research specifically addressing the automation-
auditability trade-off  in regulated industries, and the 
development of  formal verification methods for AI 
governance components, would significantly advance the 
field.
The rapidly evolving capabilities of  LLMs make LLM-
based policy authoring and regulatory interpretation a 
priority research topic. The responsible development of  
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these capabilities, with attention to hallucination risks and 
the need for human oversight, will be critical to realising 
the transformative potential of  AI-driven governance for 
enterprise cloud environments.
Taken together, these contributions directly close the four 
gaps identified in Section 2.6: the absence of  comparative 
architectural studies is addressed through the seven-
framework comparison in Table 3 and the synthesised 
reference architecture in Section 5.2; the limited cross-
environment evidence base for AI governance claims is 
made explicit through the evidence-quality assessment 
in Section 4.1.3; the lack of  quantitative trade-off  
analysis is addressed through Table 4; and the absence 
of  maturity models for enterprise adoption is addressed 
through the four-stage model in Section 5.3.1. In this 
sense, the review’s novelty lies not in any single finding 
but in bringing together evidence synthesis, architectural 
comparison, trade-off  quantification, and adoption 
guidance within one coherent framework for enterprise 
cloud governance.
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