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concerning firewalls, encryption, and other tightly closed access devices, yet it is all naught,
considering that none regarding these solutions tackle the weakest link within the safety
chain. That speech perfectly captures the present day stress experienced by skilled network
protection specialists. Researchers’ threat detection techniques can pick up a lot of false
positive alarms throughout the detection process; false positive alarms are accountable
for company’s unneeded system lock down. A stochastic model is necessary to represent
a communication system since the nature of the traffic between them is unpredictable.
SPN was utilized in this study to build statistical model for networks with security chains.
By permitting the formalization of both real-time and non-Markovian behavior, the new
stochastic Petri net formalism improves model fidelity. This allowed us to see special
structures within the stochastic processes produced by SPN models. We have applied this
principle by proposing an effective simulation method that supports deadlock detection and
easy-to-compute point estimates and confidence intervals. The method is novel because it
can automatically detect hidden regenerative structures that do not conform to different
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simple conditions, and can be easily determined by analytical methods.

INTRODUCTION

Let’s take a look look at what the Domain Name System
(DNS) is before discussing DNS poisoning. DNS is the
online equivalent of the phone book. When looking for
a company address in the past, one would consult the
yellow pages. DNS is similar to that, with the exception
that your computet’s internet connection does all the
searching for you. A computer must have an IP address
in order to communicate with another computer across
an Internet Protocol (IP) network (Ellard et al., 2015).
Consider an IP address to be similar to a street address;
in order to find another computer, one must know its
number. Since most people can remember names better
than anything else,

A DNS transforms an IP address into a name that can
be read by humans, such as www.gecksforgeeks.org
(Manuel et al., 2018).
to a website using one or more IP addresses, the DNS

When your computer connects

system responds (such as geeksforgeeks.org). A number
of DNS servers resolve the domain name. According to
(Barkri et al., 2021), (Freeman et al., 2020), DNS employs
cache to operate effectively so that it may swiftly refer to
DNS lookups already completed rather than repeatedly
executing a DNS lookup. The domain name resolving
procedures are carried out more quickly, thanks to DNS
cache. Attackers take advantage of DNS flaws to take
over the system and route visitors to a dangerous website.
The major responsibility of a recursive server is to build
and manage a sizable cache of DNS responses. The goal
of cache poisoning is to tamper with the responses kept
in the cache such that any subsequent lookups from other
clients would receive the tampered-with response.

Experts have labeled it the most deadly DNS hack. User
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Figure 1: DNS Cache Poisoning

Datagram Protocol (UDP) on Port 53, which is often
constantly open on systems, firewalls, and clients, is
used to transmit DNS requests. The protocol does not
include any security features. The fact that DNS is widely
used and trusted is known to all cyber criminals. An
information technology (IT) specialist would be aware
that many businesses do not examine their DNS traffic
for malicious activity because DNS is not intended for
data transport. As a result, numerous DNS-based attacks
against corporate networks can be effective.

This protocol is used by DNS tunneling attacks to
bypass your firewall and send malicious traffic through.
DNS can be used by an attacker to circumvent network
security measures and carry out data exfiltration by
utilizing malicious domains and DNS servers. Attackers
can circumvent network administrators’ rules by setting
up covert channels using DNS to communicate secretly
(Deoyer et al., 2020), (Frederick and Matthew 2016).
This characteristic is exploited by attackers, who use
DNS tunneling to create a command and control (C&C)
channel for malware. While inbound DNS traffic can
provide commands to the virus, outbound DNS traffic
can exfiltrate your private information or provide answers
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What Is DNS Tunneling?
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Figure 2: Showing DNS Tunneling and The Probability of it happening

to the malware operator’s questions. If the DNS server
is compromised, hackers could access your database and
steal information about your clients, including their social
security numbers, names, addresses, phone numbers,
mobile phone numbers, and emails (Mohammed 2020)
(see figure 2).

What is a Honeypot?

Ahoneypotisa type of activity that enables you to compile
all pertinent data regarding an attacker’s movements (A.
Paradise et al., 2017). A honeypot is a special security tool
that is incorporated into your company’s overall security
plan. The goal is for all potential attackers to only interact
with your honeypots and not with actual systems. If the
attacker does not interact with the honeypot, they are
useless. By storing data and applications that are exactly
like those on genuine targets, honeypot traps malicious
parties to attack these artificial networks, servers, or
other devices (Leyi et al., 2018). The honeypot provides
administrators with crucial details about the type of
attacker, the activity he was attempting, and, in some
cases, even the attacker’s identity when an attacker falls
victim to this trap. In order to gather information on new
threats before they destroy your networks or important

Intranet

\

assets, they can be used as early warning systems, slowing
down automated attacks and catching new exploits. The
ability of honeypots to act as a genuine computer, a virtual
machine, a whole (fake) network, or even an application
is a benefit. Even without a computer, honeypots can be
used. Examples include username and passwords, Excel
spreadsheets, and credit card details (known as honey
tokens). There are many different sizes and styles of
honeypots (See figure 3). A real-time Windows or Linux
operating system that may be deployed on a physical or
virtual machine makes up the honey pot (Vishuevsky and
Klyucharey 2020). The honeypot is set up to send logs
to the data stream analyzer. In the Test Bed, a honey pot
sensor is installed in the network’s active directory. Since
all systems connected to the network communicate with
one another using active directory, convenient logging of
all system activity is possible. The malicious system calls
are forwarded to a read data stream analyzer, which is
installed on a different machine and displays data streams
from various sensors graphically according to their level
of threat. A system log that is present in the data streams
aids in identifying which harmful behavior is taking place
on the system.
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How do attackers tamper with DNS caches?

By posing as DNS name servers, sending a request to a
DNS resolver, and then faking the response when the
resolver queries a name servet, attackers can poison DNS
caches. Figure 4’s illustration illustrates the procedure in
great detail. This is allowed because DNS servers employ

User Datagram Protocol (UDP) rather than Transmission
Control Protocol (TCP) and because DNS information is
not currently subject to verification (Faheem et al., 2017).
Figure 4 in this article’s illustration makes it very obvious
how it occurs.

The primary perpetrator in this situation is UDP. Instead
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How Do Attackers Poison DNS Caches?

Figure 4: Shows the How Attackers Poison DNS Caches.

than using TCP, DNS requests and answers use UDP,
which necessitates the execution of a “handshake”
by both communicating parties in order to establish
communication and confirm the identity of the devices.
With UDP, it is impossible to determine whether a
connection is active, whether the recipient is prepared to
accept, or whether the sender is who they say they are.
Because UDP is vulnerable to forging, a hacker may send
a message over UDP and alter the header information
to make it seem like a genuine server response. A DNS
resolver accepts and caches false responses without
question because there is no way to determine if the
information is accurate and originated from a reliable
source (Liang et al.,2020).

Statement of the Problem

According to some experts, organizations make
investments of huge sum of dollars concerning firewalls,
encryption, and other tightly closed access devices, yet
it is all naught, considering that none regarding these
solutions tackle the weakest link within the safety chain
(Gammal et al., 2021). That sentence sums up the stress
that network security professionals face nowadays.
The weakest links in the security chain are those with
authorization who work on secure networks. They may
intentionally or accidentally pose a threat to the company,
cause damage to networks, or steal sensitive data. These
people are referred to as insiders, as stated by (Shin 2019).
Both kinds of attackers are able to take advantage of the
system’s weaknesses. Therefore, it is crucial to create an
efficient and effective security policy to get rid of such
dangers.

The company’s sensitive assets and confidential data are
accessible to authorized users or employees, according

to (Datta et al., 2021), there is always a chance that they

would exploit this access for bad. Methods for detecting
insider threats have a number of shortcomings. The
limitations are related to personnel profile verification
because the researchers’ (Andrey and Pater 2020)
developed insider threat detection technique can generate
several false positive alarms while it is being used to detect
threats. System lock down that was unnecessary for the
organization was caused by false positive alerts (Cazenaye
et al., 2020). Consequently, it is crucial to implement an
effective security policy.

Second, authoritative name servers have the ability to
accept dynamic updates, which essentially allows them to
instantly produce new DNS records. This capability could
be used by attackers to introduce unauthorized entries into
the DNS zone. Insider Threat can be mitigated by using
adequate security measures. Among the security measures
are the implementation of an ethical policy for Internet
users, the deployment of vatious spy product evaluation
programs, anti-infection initiatives, firewalls, and a strong
information security check and record administration.

Motivation

One of the most frequent reasons for cyberattacks,
whether carried out by state actors, business tivals,
organized crime, or even “hacktivists,” is data theft (also
known as data exfiltration). Due to two important causes,
it is becoming more and more difficult to prevent data
exfiltration. To start, during the past few years, cybercrime
has changed from a personal to a collective act. As a
result of this change, attackers (also known as hackers)
now have more money, resources, and sophisticated
data exfiltration techniques. Second, the current data
infrastructure includes several mechanisms (shown in Fig;
5a) that were created for legal data exchange but can also
be used for data exfiltration (Barkri et al., 2020).
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Stage 1: An attacker searches via an organization’s
numerous channels for vulnerabilities that can be used
to steal data.

Stage 2: After identifying the weakness, the attacker
launches an attack to take advantage of it. Attacks could
be physical or based on a network. In a network-based
attack, an attacker may use a variety of tactics, including
phishing emails, malware, or injections. In a physical
attack, an attacker may employ a variety of tactics, such
as copying data to a portable device or stealing printed
materials.

Stage 3: The data exfiltration process starts once the
attacker has accessed the private data, as shown in Fig. 5a.
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Figure 5b: shows one scenario of how these legitimate channels can be leveraged for data exfiltration.

LITERATURE REVIEW

Panangiotis et al., (2020) Built a trustworthy encryption
method using fractional-order chaotic systems. The
speech encryption system came with the substitution
boxes and other building elements needed to generate the
encryption. Sensitivity, statistical analysis, and a number
of other criteria were considered in a number of security
studies. According to Foneseca et al., (2020), Advanced
Encryption Standard (AES) methods and hashing
operations like the Message Digest Algorithm (MD5) can
be utilized to protect audio file steganography. The AES
algorithm was used to encrypt the data and MD5 was
used to scramble passwords. Moreover, the MP3 file was
encoded. On the other end, decoding is performed by
removing the private message’s sensitive information and
decrypting it to recover the original data. The limitation
of this technique is that it can only be used on mp3 files
with a homogeneous frame.

The steganographic technique utilized a Cuckoo search
accompanied by other optimization procedures, in
contrast to Razzaq and Ahmad (2015) which utilized a
Cuckoo search with other optimization strategies to
scramble mp3 information inside a picture. The result
of their strategy was greatly noteworthy since it had
great precision. In spite of the broad utilize of pictures,
the steganographic strategy was as it were appropriate
to sound recordings. There have been at slightest two

complementary strategies for analyzing information from
cyber-attacks that have been captured by honeypots. One
strategy for visualizing cyber-attack information is to
utilize neural projection strategies to show the ports found
in honeypot information (Souravlas and Roumeliotis
2015). This method’s downside is that it can as it were be
connected to mp3 records with homogeneous outlines.

The steganographic method employed a Cuckoo search
followed by other optimization strategies, in contrast to
(Qin et al., 2015) which used a Cuckoo search followed by
other optimization techniques to encrypt mp3 data within
an image. The outcome of their method was extremely
impressive because it overall had good accuracy. Despite
the extensive use of images, the steganographic method
was only applicable to audio recordings. There have
been at least two complementary methods for analyzing
data from cyber-attacks that have been captured by
honeypots. One method for visualizing cyber-attack data
is to use neural projection techniques to display the ports
found in honeypot data (Dalla and Dheida 2020). On
the other hand, statistical analysis is a technique that is
frequently used. With the ultimate goal of understanding
and predicting cyberbullying, our study of predicting
cyberbullying (in terms of attack rate) should be
particularly significant. Regarding the use of honey jars as
a form of self-defense, we point out that honeypots have
been employed to assist in the detection of numerous
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attacks, such as DoS (denial-of-service) (Alhathaly et
al., 2020), worms (Dlamini et al., 2020), (Davison et
al., 2020), botnets (white et al.,, 2020), (Wisniewski et
al., 2020), Internet messaging threats (Xiaoyang et al.,
2019), the creation of attack signatures (Gokhale et al.,
2020), (Zareef Mohammad 2020), and targeted targeting
(Consuelo 2020). Although these lessons are significant,
the current paper’s main focus is not on them (Knuk et al.
2018). A honeypot was proposed as a security architecture
called Japonica that can be used to detect and stop
unidentified aggressive attempts. Komenda et al., (2020)
describe the model framework put forth by the Colored
Petri Nets (CPN) to choose the structure of messages
sent between organizations that are similar. The outcomes
demonstrated the framework’s potential for success.
Other activities connected to Petrol Nets exist than those
mentioned above. A software system model known as an
Intelligent Petri Net (PN) was presented (Shin 2019), in
which the operational time domain and system behavior
may be characterized by fusing conventional Petri nets
with ambiguous rules. I-PN includes adaptability in its
design. With Siphon and proteins involved in the targeted
detection of medicinal medicines that contain numerous
components in showing pathways, Petri nets were
employed in Barylska et al., (2020) for a physiochemical
model. A similar control by Balogh and kucharik (2019)
has been described using translations of Petri nets.
During the polynomial era, the system prototyping
method was put out. In terms of network security, the
aforementioned tasks are nevertheless tightly tied to login
access, web service firewall, spoofing Address resolution
Protocol (ARP), and program structure. In this article, we
emphasize the use of honey pots and Petri nets (Marcin
et al., 2021). Only in Dimitrio et al., (2019), as opposed
to the Stochastic Petri Nets, a honeypot was utilized as
part of the suggested structure (SPN). As a result, to our
knowledge, no work has been done on both honeypot
and SPN. This study suggests such a strategy to evaluate
the honeypot’s effectiveness.

Wisniewski et al., (2020) too bargain with information
burglary on remote systems; in spite of the fact that
their center is on versatile advertisement systems sent for
military operations. They utilize the integration strategy
to discover the confounding, utilizing IP and data of the
transport theme as highlights. These strategies center on
observing information that crosses the organizations
organize boundary and avoiding it from assault like SQL
infusion. Their beginning approval of this strategy in
recreation works, but the adaptability prerequisites of
the wiring organize don’t show up to be fully spoken to
within the test environment. Recognizing unusual activity
on a quickly changing ad-hoc arrange would appear to be
a troublesome issue for any dividing framework.
Wisniewski et al., (2019) introduced a strategy for
monitoring network log files using data mining methods
to identify password guessing attempts and DoS attacks.
The data is recorded and kept in a file once the log file
has been processed (Xiao and Li (2021). The clustering

method is created and applied to find connections that
happen repeatedly. The connection that frequently
appears denotes irregular behavior. The key flaw in the
suggested approach is its inability to identify attacks as
they happen, which makes the system less effective. Due
to the lack of clarity surrounding a few related factors,
including acquisition rate and performance implications,
the authors do not offer job evaluation tests.

METHODOLOGY

Sensor Data Parser

This module converts the incoming honeypot sensor data
streams into readable format. Strings represent the data
produced by the honeypot sensor. The module separates
the strings into understandable forms for the source IP,
destination IP, event name, username, Date, and Time,
among many other significant processes. Data is sent to
the threat analyst to identify potential insider threats after
gathering all pertinent event data. On the same server, the
threat analyzer is installed as a distinct module.

Threat Assessment
Three stages of data analysis are used by Threat Analyst.
Each step is built to weed out any false alarms. Only
when it detects event activity in any of the level details
listed in the algorithm below does it issue a notification:
Algorithm 1: False Positive Insider Threat Detection

Step 1: There won’t be an alarm if the user event
function is normal.

Step 2: Alternatively, look at a software and event-
based program.

Step 3: There is no alarm when user behaviour is linked
to software and app. events.

Step 4: Continue to monitor system hardware
alterations,

Step 5: If the user has enabled the hardware changes,
there will be no alarm.

Step 7:if the user edits the files according to each uset’s
rights then No alarm.

Step 8: Alternatively raise the alarm.Step 6: Verify user
rights once more.
Figure 0’ algorithm is easy to apply and effective enough
to catch any false alarms caused by a user’s system
function. The three levels of user system function are
divided, and each level first determines whether the event
is a software-produced system or a system-produced
system, as previously identified in the profile training part.
If it is not, the event is then ignored. The next step is to
determine if any hardware modifications to the system
that caused the suspicious events have occurred. If so,
it is important to determine whether these modifications
constitute routine events brought by human behavior.
Assesses modifications to user-generated data at the end.
If user-adjusted data complies with the specified user
rights, those events are disregarded. To identify insider
threats, any suspicious events produced by random
sequences, read, write, network penetration, data transfer,
modifications to computer hardware, and changes to



https://journals.e-palli.com/home/index.php/ajise

Am. J. Innov. Sci. Eng. 1(1) 1-12, 2022

Data From
Honey Pot
Sensor

L—Norrnal Activity

MNormal Event

Abormal Al:ti\l'i'n,v—l

Abnormal Event

Det =d Detected
Lewed | Abnormal
event with
Insider threat i ity
Lewel Il Abnormal
Insider threat “21"_‘ with
physical change
4
- :-xr:‘_rd uilz o
Insider threat h
priviages

Alert Notificstion

Figure 6: Three level classification of threat analyzer algorithm

software are immediately identified. Figure 7 depicts
the suggested threat analysis algorithm’s three-stage
partition of its sequence. Only system administrators
have access to the web-based, user-friendly GUI where
the discovered insider threat is shown (shown in Figure
7). The figure shows that the three concepts that
make up SOAP specifications are protocol concepts,
encapsulation concepts, and network concepts. The use
of online services has led to the structure of the data
transmission protocol. TCP Dump is a program with a
visible command line for network data packet analysis.
Enables viewing of TCP/IP and other export packets
by the user. In this illustration, the website’s query is
examined using the optimizer components. Every query
must be thought of at least once; hence it is utilized in
this context for decision-making,

RESULT AND DISCUSSION

Result

The honeypot contains a window operating system that
runs on a virtual machine. The honeypot is designed
to transfer logs to the data distribution analysis. In
Test Bed, the honeypot sensor is installed in the active
network directory where all systems are connected to the
network and use the active communication interface of
their system. With network, all activity in the system can
be easily accessed. Sensor Data Parser is a module for
analyzing incoming data transmission from honeypot
sensors in readable format. The honeypot generated data
is divided by the module into IP source threads, local
IP, event name, username, date, time and many other
important features represented in a readable manner. After

collecting all relevant event data, the data is transferred to
the threat analyst to identify potential Insider Threat. The
threat analyzer is a separate module and is installed on the
same server. At the beginning of the trial, participants
were directed to create a normal behavioral profile. Prior
to the creation of standard user profiles, the researcher
created 40 MB random references within user programs,
and created 32 references in the system. After creating
a standard profile, each participant created a different
version of the modified, deleted, and modified files on
drivers that are often inaccessible. Unusual process work
can be a prelude to the fact that malicious application,
malicious code, or any other malicious program is present
in the program. As established earlier, an organization’s
internal attack can be exceedingly hazardous and
dangerous if left unchecked. The researcher has created
a different experiment that is incredibly useful for
identifying odd process behaviors like deadlock. The
profile part is followed by the subsequent examinations.

Deadlock

A scenario known as a deadlock includes the interaction
of multiple resources and processes (Yang et al., 2018).
If there are two persons on the stairs, we can see a
deadlock as that circumstance (figure 8). While the other
descends the stairs, one does so. There is enough room
on the stairs for one person at a time. One has to take
a step back while the others proceed and use the stairs
as a result. After that individual is done, another person
may utilize those steps. However, no one is prepared to
stay and wait for someone else to take a step back in this
situation. They are all unable to use the stairs. The stairs
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are the source, and the individuals present are the process.
Deadlock occurs when a process requests an application
hosted by another process that needs another program to
proceed but is halted by the first process (Routian et al.,
2020), (Hou and Barkaoui (2017).

Figure 8: Deadlock Condition
The simultaneous holding of the four instances listed
below (Required Conditions) can result in deadlock.

1. Multiple resources cannot be shared in a shared
release (Only one process can be used at a time)

2. Hold and Wait: The process holds one or more
applications while it awaits resources.

3. No Release: Unless the system uninstalls the software,
the app cannot be downloaded from the system.

4. Waiting for a round: A number of processes are
awaiting a round.
Safety Algotithm / Deadlock Detection Algorithm: The
algorithm for detecting safe state condition in a system
can be defined as follows:

Algorithm steps:
Assume Task and Finish to be vectors of length m’ and ‘n’
respectively.
Get Started Task = Available for i=0,1,2,...,n-1
if Request , then Finish [i] = true; otherwise, Finish [i] = false.
Get an index 7’ such that both:
(a).Finish|i]=false

(b)Request ’<=Task

If not then go to step 4.

Task = Task + Allocation

Finish [i] = true

Go to step 2.

If Finish [i ] == is false for some T’ it means the system is
in a deadlock state.,
In addition, if Finish [i] == false, the process is deadlocked.

Petri Nets Definitions

Three different item kinds make up a two-dimensional
graph called a Petri net. The locations, transitions, and
directed arcs are as follows (Yi-Nan et al., 2022). Directed
arcs link locations to transitions or from transitions to
locations. The Petri net can be represented by a transition
together with an input and output location in its most
basic form. A variety of modeling system components
can be represented using this fundamental net. Tokens
are a dated Petri nets notion for locations and transitions.
If a token is present or absent, it may be possible to
determine if the status corresponding to that location is
true or false.

For Example
A Petri Net is formally defined as a 5- tuple N=(PT,],0,M)
where:

1. P={p,p,.,p, } is a finite set of places;

2. T={#,t,..., } is a finite set of transactions,

3. I.PxT—N is an input function that defines directed
arcs from places to transitions, where N is a set of
nonnegative integers: PUT#@...and..PNT=¢

4. O:TxP—N is an output function defined by directed
arcs transitions and;

5. M_o:P—N is the initial marking,

Tagging on the Petriet net is the assignment of tokens
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in the Petri net area. Tokens are located in the places of
Petri’s net (Chakraborty 2019). The number and status
of tokens may change during the creation of the Petri
net. Tokens are used to describe the processing of Petri
net. The Petri net graph is the structure of the Petri net
as a directed multigraph for bipartite. Consistent with
the definition of Petri nets, the Petri net graph has two
types of nodes. The circle represents the location (Place);
bar or box represents transition. Targeted (directed)
arcs (arrows) link places and transitions, with other arcs
directed from places to transitions and other arcs directed
from transition to locations. An arc directed from a
location  to the transition defines the input location
of identified as. The arc directed from the transition
to the place defines as an output place of  which is
defined as or then there are k-directed (parallel) arcs that
link the location to the transition (or link the transition
to the location ) represented by a single pointed arc
labeled by its quality, or weighted K. A circle contains a
dot representing a place containing a token (Su and Qui
2019).

A Simple Petri Net Illustration
Figure 9 shows a simple Petri net. In this Petri net, we
have

p= {P7)pgipyp4 b

T={t,t,1, }

Kt,p }=21(1,p,)=0¥i=1,2,34;

Itt,p, )=11(t,p. )=0¥i=1,34;

O(tﬂpz ):Z!O(fﬂpz ): 7,O(f7,]7i):0Vi: 714"
O(typ, )=1,0(t,p )=0N1=1,2,3;

O(t,p, )=1,0(t,p. )=0¥i=1,2,3;

Stochastic Petri net

A Stochastic Petri Net (SPN) [39] is defined by 6 — tuple
(P, TEWM,Q) where (PT,EWM) are similar as defined
in the definition of standard petri net and € represents
the function Q:T—R which assigns rate to the transition
tET according to the negative exponential distribution
function. The emergence of Stochastic Petri Net as
defined by Continuous Time Markov Chain (CTMC) and
a state of a CTMC represents a single Petri Net tag. In
other words, CTMC represents the Petri Net accessibility
graph (Su and Qui 2019). The example in Figure 9, shows
the definition of Stochastic Petri Net. There are a few
behaviors of Petri Nets (Xia and Li 2021), (Su and Qui
2019) and (Yang et al, 2017) and some of them are
described below:

* Reachability: This property is used to study dynamic
properties of the system. A marking M, is reachable from
an initial marking M, if there exists a firing sequence from
M, to M.

* Liveness: A live Petri Net is a deadlock frees Petri
Net and from any marking, there exists a firing sequence
which contain all transitions.

* Reversibility: This property ensures that there will
always be a way back to the initial marking Mo from all
reachable markings commencing from M. .

Figure 9: A simple Petri net.

Mo ={1.0.1.1.0}

T

M, ={0.1,0,1,0}

t3l

Mz ={0.0.1.1.1}

v
el I

M5 ={1.0.1.0.0} M,={0.0.1.2.0}

v

Ms={0.1,0.0.0}

3 1L

Ms={0.0.1.0.1}

o

M- ={0.0.1.1.0}

deadlock

deadlock

Figure 10: The Reachability Flowchart of Figure 9

A marked PN(),m_0) is said to be (marking) k-bounded
iff each of its place is k-bounded. A 1-bounded net is
called safe. A marked PN(y.m_0 ) is bounded if there
exists (KEN) such that ($,m_0) is k-bounded. A net ¢ is
structurally bounded iff M, the marked PN({,m_0 )arek-
bounded for some KEN.

Performance Evaluation

The theoretical aspect of Petri nets allows for accurate
modeling and behavioral analysis, while graphical
representation of Petri networks enables the realization
of structural changes in the system (Yi-Nan et al., 2022).
This combination is the main reason for the selection
of performance tests for this study. Simulation contains
applications and tasks with the required skill, depending on
the package routes. Passive monitoring which is the subject
of performance testing is a way to track the performance
and behavior of a broadcast package by measuring user
traffic without creating new traffic or modifying existing
traffic. This is used by integrating additional intelligence
into network devices so that they can detect blocked
processes, record features and the number of packets
flowing through them. The IP header of the passive
monitoring package contains the destination address of
the receiving node and the source address of the sending
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node. The reception area sets the total (aggregate) total
number of packets received and the current time in the
corresponding header fields. The Augmented counting
Algorithm (fig. 12) looks at the sender on the receiving
package and secks to identify any blocking. As soon as
the work starts, the machine is set (not idle) and stores
information. To better understand these behaviors, figure
13 shows a simplified flowchart from process perspective
to focus on tasks and applications.

DISCUSSION

This paper shows the effective siphon structure for PN
analysis. This tool is very useful for finding a siphon and
setting up an easily accessible tree, deadlock detection,
and liveness of petri nets. The Petri net model as a tool
that helps us to take a deeper look at ethical and structural
investigations. Table 1 shows the image representation of
that collection. On the left side, from top to bottom is
the main simulation time and at the top is the transfer
protocol used (UDP), Source (IP address), Location
(Internet address) and data size. Simulation as mentioned
earlier includes Applications and Tasks. This behavior is
used to identify the state of the system when the process
is idle, separating the blocked machine. However another
required request machine is filed and operations are
performed successfully and this may result in increased
packet transfer. This is clearly shown in the table on
06/14/2019 at 1.05.50 pm and 1.05.51 pm with data
lengths of 52 packets and 78 packets respectively.
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The Augmented counting Algorithm of (figure 12)
looks at the sender on the receiving package and seeks
to identify any blocking. As soon as the work starts, the
machine is set (not idle) and stores information. To better
understand these behaviors, figure 13 shows a simplified
flowchart from process perspective to focus on tasks and
applications. The theoretical aspect of Petri nets allows
for accurate modeling and behavioral analysis, while

graphical representation of Petri networks enables the
realization of structural changes in the system (Yi-Nan
et al., 2022).

The outlined steps conclude the basic function of
the structures that PN is a powerful and widely used
simulation analysis strategy in which deadlock control
mechanisms will be developed.
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Figure 13: Shows a Graphical Representation

CONCLUSIONS

The petri nets method described here has allowed us
to make system modeling easier and faster compared
to other analytical methods. We have concluded from
this study that honeypot techniques are very effective
in reducing the risk of deadlock and, in fact, have a
significant effect on controlling systems against hackers.
What has been presented in this article is a brief review
of rich information in the field of petri nets. It is not
possible to discuss all aspects of the field on a single
page. Therefore, emphasis is placed on the area known as
transformation zones / programs, as well as the theory of
petri nets used. Stochastic petri nets, high quality nets and
their application models deserve more space, as there is a
growing interest in these areas. This field is new and there
is still a lot of work to be done. We hope that this paper
will help to mimic further research and development in
the emerging field of petri nets.
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