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Article Information ABSTRACT

Achieving individual verifiability and receipt-freeness in e-voting systems poses a complex
Received: October 07, 2024 challenge. Mechanisms that allow voters to confirm their votes may also inadvertently enable

them to show proof of their choices to others, thus jeopardizing vote privacy. This creates
Accepted: November 09, 2024 a critical tension between two essential objectives: enabling individual verifiability, where
Published: December 10,2024 Voters trust the system to accurately count their votes, and maintaining receipt-freeness,
where the system prevents exploitation and coercion. The Biometrics-Enhanced Blockchain
for Privacy and Verifiability (BEBPV) system proposed in this study addtesses this challenge
by employing facial biometric authentication and trusted node centres for post-voting
verification; the biometric facial authentication reduces risks associated with the resale of
voting credentials and removes the need for voters to recall complex passwords, while the
post-voting verification process available at secure, trusted node centers allows voters to
confirm their votes without retaining any proof that could be shared with third parties,
thus upholding receipt-freeness. These mechanisms collectively ensure that individual votes
are verifiable, while simultaneously safeguarding against coercion and vote-buying through
receipt freeness. The feasibility of the BEBPV system is demonstrated through smart
contract implementation for both the voting phase and post voting phase. Additionally, the
system is validated on several essential attributes of an e-voting, including fairness, universal
verifiability, eligibility and privacy. A technical evaluation indicates a transaction cost of
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166,662 gas per vote cast.

INTRODUCTION

According to Tas and Tanriover (2020), blockchain
technology 1is increasingly getting accepted as a
transformative solution for e-voting, offering enhanced
trust and security in electoral systems (Tas & Tanriover,
2020). E-voting frameworks can offer a secure, verifiable,
and transparent platform for voting and storing of votes
by leveraging blockchain’s capabilities. This modernized
technique not only enhances the integrity of elections
but also increases confidence of voters by making sure
that each vote cast is securely recorded, accurate, and free
from tampering (Soni e al., 2020).

Among the fundamental requirements for e-voting systems
are individual verifiability and receipt-freeness, both
essential for building trust and preventing exploitation
(Benabdallah ez al., 2022). Individual verifiability ensures
that people that voted can independently confirm that the
candidates they voted for were recorded as they originally
voted, thus affirming the legitimacy of election results.
Conversely, receipt-freeness is critical to maintaining the
confidentiality of votes, as it prevents voters from proving
how they voted, thereby mitigating risks of coercion or
vote-selling. Most existing e-voting systems struggle to
fully satisfy both of these requirements, as mechanisms
for verifying individual votes can often be exploited to
reveal voting choices to third parties (Garg ez al., 2019).
Consequently, there is a need for a system that achieves
both receipt-freeness and individual verifiability without
compromising other essential e-voting attributes.

This paper introduces the BEBPV system, an e-voting

solution that incorporates advanced computer vision for
biometric voter identification, enhancing both security
and user convenience. The primary contribution of
the BEBPV model lies in its post-voting verification
mechanism, enabling voters to verify their individual
votes without retaining any evidence that could be shown
to others. This approach addresses the critical balance
between individual verifiability and receipt-freeness,
ensuring a secure and trustworthy voting experience.

LITERATURE REVIEW

A number of researchers have explored blockchain-
based approaches for enhancing e-voting systems. Sallal
et al. (2023) introduced the PVPBC system (Privacy and
Verifiability Preserving E-Voting Based on Permissioned
Blockchain), privacy
verifiability. In this model, voter identification is managed
by a VID (Voter ID) assigned by a TTP (Trusted Third
Party) and linked to a capability access token stored
on the blockchain. Although the PVPBC model fully
addresses the privacy of voters and verifiability of

which  prioritizes voter and

individual votes, it fails to address the issue of receipt
freeness, thus the system can be exploited for vote buying
and coercion. An Anonymous Decentralized E-Voting
model presented by Kurbatov e a/. (2019), incorporating
ring signatures and blockchain to maintain integrity of
the system and anonymity of the voter. In this system,
each voter is referenced with a unique key pair and
public keys. However, its scalability is limited due to the
computational load associated with ring signatures, and
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users may need prior blockchain knowledge to engage
effectively with the system.

In another approach, Hardwick ez a/. (2018) developed
a protocol for E-Voting focused on decentralization
and ensuring privacy of voters. This protocol leverages
blockchain to improve transparency, fairness, and security
in voting processes. The process is started by generation
of pseudonymous identities for the blind signatures;
this is achieved by the generation of public-private keys
by voters, which are essential to protect voter privacy.
This system enables a voter to alter their vote, it also
allows a voter to personally verify their vote but it also
fails to address the issue of receipt-freeness. Sallal ef a/.
(2020) also proposed the Verify My Vote model (VMV),
integrating the verifiability protocol of selene into
an internet voting framework to bolster transparency
and trust without requiring an overhaul of existing
infrastructure. To create a tamper-resistant and verifiable
record of votes, this system employs a permissioned DLT
(distributed ledger technology); however, it falls short in
fully ensuring receipt-freeness, additionally, privacy of
voters is a concern, as the Election Authority (EA) can
access certain data.

Khoury ez al. (2018) introduced a platform for voting
that is decentralised leveraging the Ethereum blockchain
to create a trustless voting environment that emphasizes
transparency, data integrity, and voter privacy. This
system relies on the Ethereum Virtual Machine to execute
smart contracts, which enforce voting protocols without
the need for third-party intervention. Nevertheless, this
platform also faces challenges in achieving both receipt-
freeness and individual verifiability.

MATERIALS AND METHODS
Components of the BEBPV system

1. TTP (Trusted Third Party): During the initial phase,
this entity manages the registration process, overseeing
the front end system.

2. Front end system: The front end system contains
multiple pages dedicated to various functions: the first
page facilitates registration, the second page supports
authentication, and the third is the voting page used for
the casting, among other functions.

3. VED (Voter’s Face ID Numerical Data): A unique
identifier generated for each voter’s face using SHA256,
created by the front-end
recognition.

system upon biometric

4. Voters: Individuals who participate in the election by
casting a vote for their selected candidate.

5. Candidates: The individuals running for an elected
position from which voters must choose.

6. Election Authority: The EA organizes and oversees
the election, ensuring that all voters meet the eligibility
criteria.

7. Capability Token: This token is stored on the
Authentication Distributed Ledger Technology (DLT)
alongside the VFD of each eligible voter, providing
authorization for participation.

8. Trusted node centers (locations): These secure
physical centers serve two primary functions. First, they
allow voters to cast their votes in person if they lack a
compatible device or prefer a physical voting experience,
thus preventing voter disenfranchisement. Second, these
centers facilitate individual vote verification. Each center is
equipped with a device registered to one of the addresses
specified in the smart contracts, enabling individual vote
verification. Access to these locations is restricted to one
voter at a time, and all personal electronic devices are
prohibited to prevent any photographic evidence of the
selected candidate. This arrangement enables the system
to maintain receipt-freeness while allowing for individual
verification.

Blockchain Structure

The functionality of the DLT (Distributed ILedger
Technology) of the BEBPV system draws inspiration
from the PVPBC system, with significant modifications
that enhance its unique application in this work. (Sallal,
et al., 2020).

Authentication DLT
Identities and records of voters are stored on the
authentication distributed ledger technology which uses
a permissioned ledger.

Election Permission Distributed Ledger

It functions as a repository to secure verification-related
data of votes, including the Voter’s Face ID Numerical
Data (VED), encrypted votes, and tracking numbers,
thereby supporting the verification process for each
voting transaction.

How the BEBPV model works

Just like the PVPBC system by Sallal e al (2023),
the BEBPV e-voting process has three(3) key stages:
Registration phase, Voting phase, and Post-Election
phase.

Registration Phase

* As shown in Figure 1, the registration stage starts
with the voter engaging with the front end system, where
they provide their email address, ID and importantly,
their facial biometric information. The front end system
then captures a live photo of the voter’s face, generating
a unique VFD (Voter Face ID Numerical Data) from it.

e This is followed by the automatic forwarding of
the voter’s information to the Trusted Third Party. The
next stage involves the Trusted Third Party verifying
the voter’s credential and confirming their eligibility to
participate in the election. Once eligibility is confirmed,
the TTP records a capability token, the VFD and the
biometric face data of the person on the blockchain.

* Following this, an automated email is sent to the
voter to confirm successful registration. If registration is
denied, the TTP sends an email explaining the reason for
rejection, which may include ineligibility of the person.
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Figure 1: Process of voter registration

Voting Phase

* Thevoting phase (depictedin Figure 2below) isinitiated
by the voter authentication phase. The voter begins by
authenticating with the front end system, permitting it to
capture a live facial photograph. The system (front-end)
then utilizes computer vision technology to search the
Authentication DLT for a matching facial record. Once
the system locates the same face on the authentication
distributed ledger technology, retrieval of the VFD is
followed and then confirmation of the presence of an
attached access token. Upon successful verification, the
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system then automatically directs the voter to the page
where voting takes place.

* As illustrated in Figure 3, the voter views a list of
candidates on the voting page. After selecting a candidate,
encryption of the vote takes place, the encrypted vote is
then forwarded to the EA (Election Authority) for signing,
which is done digitally. The VFD, along with the signed
ballot and a tracking number that is encrypted (which was
generated by the front end system), is subsequently stored
on the Election distributed ledger technology.
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Figure 3: Process of voting

Post Election Phase

* Once the voting is concluded, the voting stage is
closed by the EA (Election Authority) before the election
results are available for viewing, Upon the EA ending the
voting phase, the tracking numbers are decrypted by the

front end system, showing each vote in plain text together
with its corresponding tracking number. The election
results are publicly available for everyone to see. Figure 4
details this process.

* To confirm the accuracy of their individual vote,
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a voter visits the nearest trusted node center. At the
center, the voter interacts with the system (front end),
which captures their live face photo. This is followed
by the system searching the Authentication distributed
ledger technology automatically using computer vision
technology to locate a matching facial record. A retrieval
of the VFD takes place once the system is able to find the
face on the authentication distributed ledger technology.
This VED is subsequently used to query the Election
distributed ledger technology. Once the system is able
to find a match of the VFD on the Election distributed
ledger technology, then a decryption of the associated
tracking number is followed, and finally the front end
system reveals the decrypted tracking number and the
choice for which the voter made during the casting of
vote.

* Each trusted node center is assigned a unique address,
and only these approved nodes permit interaction with
the system (front-end) for accessing individual tracking
numbers and chosen candidates. Attempts to view this
information from any device or location other than
a trusted node center will result in an error message
prompting the voter to locate the closest trusted node
center. Figure 5 depicts this process.
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Figure 4: System process for revealing plain text votes
after the election concludes.
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Figure 5: Voter’s verification of their vote accuracy

RESULTS AND DISCUSSION

Theoretical Evaluation

Audit (Universal Verifiability)

This property allows an independent party to audit the
system, assess the overall election performance, and
verify the system’s functionality as described (Sadia ez @/,
2020). The BEBPV model achieves universal verifiability
by making election results publicly available in plain text
once the election is concluded by the EA. Additionally,
the use of smart contracts enables anyone to review the
source code and verify the system’ functionality.

Eligibility

According to McCorry e al. (2017), the Eligibility
property restricts voting participation to authorized
individuals who meet predefined criteria. The BEBPV

model upholds this requitement by approving only
eligible voter registrations through the Trusted Third
Party (T'TP), while unqualified registrations are rejected,
accompanied by an email explaining the reason for denial.

Individual Verifiability

Individual verifiability provides voters the ability to
confirm that their votes were correctly cast and counted
(Benabdallah e 4., 2022). The BEBPV model enables this
by allowing participants to verify their individual votes at
any of the designated trusted node centers.

Receipt Freeness

This is a principle designed to prevent vote-buying
by ensuring that voters cannot produce proof of how
they voted (Marwa Chaieb e 4/, 2019). Achieving both
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individual verifiability and receipt-freeness can be
challenging, but the BEBPV system addresses this by
enabling verification of individual votes exclusively at
trusted node centers, ensuring complete receipt-freeness.

Privacy

The privacy property protects voter information from
unauthorized access or leaks (Larriba e/ al, 2021). In
the BEBPV system, voter privacy is ensured during
registration, as the TTP only accesses the VED without
additional personal information, safeguarding voter
confidentiality.

Fairness

Fairness ensures that votes are not tallied progressively,
preventing premature indications of which candidate
is leading and ensuring that ongoing results do not
influence subsequent voters (Li ¢f a/., 2022). The BEBPV
model maintains fairness by revealing results only after
the election is officially closed by the EA, ensuring that
no results are visible until voting is complete.

Technical Evaluation
The voting and post-clection phases of the BEBPV
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system were implemented in a smart contract. The
implemented components are those that align with the
capabilities of Remix. Table 1 and Figure 6 below show
the evaluation of costs of transaction and execution
for the ‘voteCandidate’ function of the smart contract
developed for the BEBPV model, tested over ten(10)
experiments on the Goerli network.

Table 1: Voting cost per voter (utilizing the voteCandidate
function) across 10 experimental trials.

Trial Number | Transaction Execution Cost
Cost (gas) (gas)
1 172337 150301
2 141715 119679
3 145293 123257
4 148871 126835
5 152449 130413
6 193317 171281
7 162698 140662
8 166276 144240
9 207143 185107
10 176522 154486

== Transaction Cost {gas)
— Emecufion cost {Eas)

7T 8 9 1o

Figure 6: Graph of cost evaluation of voting per voter (using the vote Candidate function) over 10 experiments

(Trials).

CONCLUSIONS

The BEBPV system introduced in this paper offers
significant advantages in achieving individual verifiability
and receipt-freeness, facilitated through facial biometric
authentication for voter registration and the use of
trusted node centers for vote verification. This approach
enhances the usability of the e-voting system by allowing
voters to authenticate using biometric data, removing the
need to remember complex credentials. To demonstrate
the BEBPV system’s implementability, smart contracts
were developed and deployed for the election and
verification phases within Remix. The system was
rigorously evaluated against key e-voting attributes,
including universal verifiability, eligibility, privacy, receipt-
freeness and individual verifiability. Additionally, the
transaction cost of casting a vote was analyzed through
the voting function in the smart contract to assess average
gas consumption.
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