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Electronic healthcare technology is pervasive throughout the globe, and it affords vast 
opportunities to enhance clinical outcomes, as well as for the transformation of  models 
of  care. Concerns are, however, growing, related to healthcare data and device security. 
Increased connectivity to legacy computer networks brought cybersecurity vulnerabilities for 
medical devices. Healthcare represents an attractive target for cybercrime because healthcare 
data is precious. This sector in present times is full of  unique cybersecurity challenges, 
especially for susceptible kinds of  patient information at stake. Second, many legacy systems 
will be prevalent—not adding more to that—with the changing face of  cyber threats. 
Cybersecurity breaches have comprised stealing health information and focused ransomware 
attacks on hospitals; this could mean as vivid an attack as on implanted medical devices. This 
only points to the fact that ransomware attacks and other kinds of  cyber-attacks against 
hospitals and other medical facilities are gaining ground; there is every reason to get alarmed 
and put in place stricter cybersecurity measures. An excellent healthcare cybersecurity 
strategy, therefore, has to consider access control, intrusion detection systems, encryption 
techniques, and periodic security testing. Data breaches and cyber-attacks are forcing any 
healthcare provider to invest in new state-of-the-art technologies related to keeping pace 
with trends regarding cybersecurity. The dangers that can be caused by cyber-attack include a 
considerable diminution in patient trust, potential health system collapse, human life threats, 
etc. On the whole, cybersecurity is strenuously linked with the question of  patient safety.
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INTRODUCTION
Through the integration of  digital technology, the 
healthcare sector is fast evolving, improving efficiency 
and providing better patient care through streamlined 
operations (Senbekov et al., 2020). Nowadays, cybersecurity 
is extremely important to medical institutions because 
data theft, data breaches, and ransomware attacks can 
affect a variety of  sectors, including health departments, 
care providers, diagnostic services, research institutions, 
and primary healthcare practices (Mahmoud & Al-Najjar, 
2024). Cybersecurity is a major concern for the healthcare 
industry as cyber-attacks targeting the healthcare industry 
have been increasing at an alarming rate around the world 
(Al-Qarni, 2023; Tin et al., 2023). The healthcare sector 
throughout the world now prioritizes protecting patients’ 
sensitive information, securing network infrastructure, 
and fighting against cyber-attacks (Bhosale et al., 2021). 
The healthcare sector is a popular target for cyber-
attackers due to the large amount of  personal and health 
data it holds. A complex network of  vulnerabilities 
that attackers can take advantage of  is created by 
Electronic Health Records (EHRs), medical equipment, 
telemedicine channels, and associated networks (Yeng et 
al., 2023; Haleem et al., 2021). The threats that healthcare 
providers encounter daily include hacking, ransomware 
attacks, data breaches, and phishing attacks (Ahmed et 
al., 2020). Our goal is to assess past and existing cyber-
attacks targeted primarily on the health sector, to unravel 
the impact it has and continues to have on the health 

sector. The gap in this research area has over time, been 
given limited attention, and this continues to pose a huge 
threat to sensitive healthcare data, especially high-profile 
individuals that are often targeted for political reasons. 
Such gap needs to be filled to mitigate these attacks. 
Cyber-attacks in the healthcare industry have significant 
consequences, including operations disruption, 
patient care compromise, financial losses, damage to 
reputation, and endangering lives (Meisner, 2018). To 
protect healthcare institutions assets and minimize risks, 
healthcare companies are investing more in cybersecurity 
measures (Argaw et al., 2020). Strong cybersecurity 
measures-such as access controls, encryption protocols, 
cybersecurity frameworks, cybersecurity training for the 
employees and regular security assessments-as well as 
compliance with regulations like the European GDPR 
(General Data Protection Regulation) and the US Health 
Insurance Portability and Accountability Act (HIPAA), are 
essential for ensuring the security and privacy of  patients 
data (Mahmood et al., 2019; Syafrizal et al., 2022), however, 
the trends in these attacks tends to be on the rise, especially 
with rapid advancement in technologies. Our research 
seeks to explore sustainable cybersecurity measures that 
can be implemented in healthcare sectors, mitigation and 
to a greater extent eliminate such attacks. To establish a 
basis for our research, two research questions were defined 
to serve as a measuring scale for the outcome of  our work.

RQ1: What types of  cyber-attacks are targeted towards 
health sectors?
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RQ2: What is the trend of  past and existing attack on 
the health sector?
This research is aimed at assess the types of  cyber-
attacks on healthcare institutions and their historical 
trend. This will guide an understanding of  the urgent 
need to secure cyberspace data in the health sectors and 
lead to innovation of  sustainable safeguarding measures 
for protecting healthcare information/data. We aim to 
achieve the following objectives

i. Collect data on incidents of  cyber-attacks targeted on 
healthcare institutions

ii. Categorizing the various cyber-attack incidents and 
stating the types of  attacks based on the attack vectors 
that cybercriminals use to attack the targeted entity

iii. To find trends among the cyber-attack occurrences 
that has impacted the healthcare industry

Definition of  Terms
Cybersecurity
Healthcare cybersecurity is defined as the techniques and 
technologies used in defending organization networks, 
computer systems, databases, and health information 
systems against cyber-attacks, threats, unauthorized 
access, and damage (Kale et al., 2022).

Cyber-Attack
A cyber-attack is an attack designed to steal, modify, or 
destroy all kinds of  valuable data in computer information 
systems, infrastructures, networks, and personal computer 
devices. Without a doubt, no industry or sector is safe from 

cyber-attack, and the healthcare sector is no exception. It 
has remained under severe cyber-attack during the past 
few years. Most of  the entities in the healthcare sector 
are not well prepared or fully equipped with resources 
to detect and prevent the possibility of  cybersecurity 
incidents. Cybercriminals are taking advantage of  the 
vulnerability in the healthcare sector to disrupt medical 
services and steal patients’ Protected Health Information 
(PHI) (Swasey, 2020; Kale et al., 2022).

Protected Health Information (PHI)
Protected Health Information (PHI) includes data 
identifying to a patient, such as name, birthdate, SSN, 
address, phone number, medical record, diagnostic test 
results, payment records, and photographs. This type of  
information shall not be disclosed or made known to 
unauthorized individuals (Moore & Frye, 2019).

LITERATURE REVIEW
To document past research on this topic, identified and 
reviewed the existing cyber-attack databases (shown in 
Table 1 below) by conducting a detailed web search for 
data within our defined criteria (see Table 2 and Table 
3). The explored databases consisted of  cyber-attack 
incidents that occurred on a global scale in various sectors 
such as Public Administration, Healthcare, Information, 
Education services, Manufacturing, Transportation, 
Finance and Insurance, Media, Professional/Scientific, 
etc. which we further streamlined to records containing 
only health sector attacks.

Table 1: Cyber-attack databases and their brief  description
Database Country 
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cases that may give insight into new trends of  emerging cyber threats.
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This database is a platform of  tracking and reporting unsecured Protected 
Health Information (PHI) as mandated by the Health Insurance Portability and 
Accountability Act (HIPAA). The database includes breaches reported by healthcare 
providers, health plans, and healthcare clearinghouses and their business associates. 
The database includes such information as the name of  the entity targeted, the type 
of  breach, and the number of  individuals whose information was affected etc.
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This database serves as a valuable resource for all those who need cybersecurity, 
policy persons, and other stakeholders in support of  their efforts for the protection 
of  critical infrastructures, countering cyber risks, and enhancing cybersecurity 
resilience. This database keeps track of  incidences of  cyber-attacks from the year 
2000 to date on educational institutions, media, scientific institutions, and other such 
entities. The repository harbors a broad range of  cyber incidents, such as data theft 
hijacking involving misuse, ransomware, hijacking without misuse, etc.
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MATERIALS AND METHODS
The first step of  our method was to design a workflow 
for this work, by outlining each step, leading to achieving 

our aim. This workflow (Figure 1), provided a simplified 
guide for the fulfilling the objective in each section.
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This repository is a dedicated database for cyber-attack incidents within the context 
of  political tensions, armed conflicts, or other forms of  international disputes from 
January 2022 to December 2023. Dates of  attacks, the country in which an attack 
occurred, sectors attacked, types of  attacks, actors behind the attacks, impacts on the 
affected targeted entities, and people are some of  the essential information pieces 
attached to each cyber-attack documented in the database.

Figure 1: Research process flow chart

We proceeded to critically define the research problem and 
research questions. We then by identifying cyber-attack 
databases and other sources that contain cyber-attack 
incidents in the various sectors to access information by 
gathering the relevant data for our research subject. We 

relied on these databases and other sources on the fact that 
they contain genuine and verifiable information. During 
the data gathering, a search strategy including selection 
criteria to explore relevant studies was developed, as 
explained in Table 2 and 3 below:

Table 2: Inclusion criteria for data gathering
Inclusion criteria Inclusion reasons
Cases of  cyber-attack incidents targeted at healthcare 
institutions.

Focusing on the healthcare sector makes it very relevant to 
the subject of  study.

Cases of  cyber-attacks were reported between 2012 
and 2023

This then limits the time range to 2012-2023, which gives a 
clear window for data collection.

Incidents, which caused disruption of  health 
services, economic loss or system/data compromise, 
and or litigation.

Inclusion of  incidence of  cyber-attack with noticeable effects 
serves to establish the severity of  the cyber-attack.

Cases of  cyber-attack with credible sources of  
information and verifiable details

This implies that verifiable information and facts from 
reliable sources extend the integrity of  our work.

Table 3: Exclusion criteria for data gathering
Exclusion criteria Exclusion reasons
Excluded, therefore, are incidents of  cyber-attacks 
from sectors other than health care.

Research focus is always maintained by excluding incidents 
of  cyber-attacks in the non-healthcare sector.

Exclusion of  cyber-attack incidents with insufficient or 
unverifiable information.

Removal of  cyber-attack incidents with insufficient and 
unverifiable information ascertains quality of  the data.

Exclusion of  incidents unrelated to cyber-attacks. The exclusion of  non-cyber-attack-related incidents will 
retain the significance of  our research objectives.

Speculative or hearsay cyber-attack incidents ruled out. Speculative cyber-attack incidents were avoided to 
maintain the integrity of  the research.
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Data Sources
To demonstrate justification of  the information provided 
in this paper, all the explored databases are listed below, 
with majority of  the information being extracted from 
blogs and news media sources. This further stresses the 
dare need to document and archive all attacks that are 
experienced by healthcare institutions

• University of  Maryland CISSM (Center for 
International and Security Studies at Maryland)

• U.S. Department of  Health and Human Services 
Office for Civil Rights.

• European Repository of  Cyber Incidents (EuRepoC).
• CyberPeace Institute
• The HIPAA (Health Insurance Portability and 

Accountability Act) Journal.
• Academic journals 
• News/media outlets (online)
• Webber Insurance Services
• Blogs

Cyber-Attack Incidents on Healthcare Sector
In the digital age of  electronically stored personal 
information relating to patients’ identities, healthcare 
institutions are beginning to be targeted by cyber 
attackers. These attacks risk not only patient privacy and 
safety but also the overall integrity of  healthcare systems. 
Exploring and delineating the trend of  cyber-attacks on 
the healthcare sector is crucial for improving the overall 
cybersecurity posture of  healthcare institutions, protecting 
patient data, and ensuring the continuity of  critical 

healthcare services in the face of  evolving cyber threats. 
We need to unravel the various types and trends of  cyber-
attacks on the healthcare sectors because this will increase 
threat intelligence competencies, improved risk assessment, 
designing good incident response plan, cyber-attacks trend 
analysis, information sharing and collaboration among the 
healthcare sectors.  Our findings contains past incidents of  
cyber-attacks on the healthcare sector. 
In the findings (Table 4), we documented some significant 
cyber-attack incidents that have happened in the healthcare 
sectors globally from 2012 to 2023, which amounted to 
200 attacks incidents in healthcare institutions.
Having a record of  previous incidents regarding cyber-
attacks against healthcare institutions reveals the 
common types of  cyber-attacks that are widely deployed 
on healthcare sectors. With such information available, 
cybersecurity personnel/experts in these institutions can 
brace themselves and build stronger defenses before an 
attack strikes. The information will be useful for sharing 
when there is the need to partner and collaboratively 
work with stakeholders within the healthcare industry.
Since our paper is primarily centered on analyzing 
and establishing the trends of  cyber-attacks on health 
institutions, the entire data of  cyber-attacks retrieved from 
the various reports, blog-posts and research papers are not 
included in this paper, only a snippet of  the reports are 
presented, however, the complete data can be accessed on 
through the link (https://tinyurl.com/2v5v4977). This 
link is a repository of  the cyber-attacks and the references 
of  where they have been retrieved.

Table 4: Some past cyber-attack incidents on healthcare sector
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RESULTS AND DISCUSSION
In this our research work, we gathered several cyber-attack 
incidents that happened in the healthcare sector from 
2012 to 2023, and we recorded 200 cyber-attack incidents 
targeted on the Protected Health Information (PHI) of  
over 256 million individuals. The following analysis and 
discussion are based on the data gathered in Table 4 above, 
and the identification of  trends in cyber-attacks reveals 

better understanding of  evolving threats in the healthcare 
sector. Table 5 below shows the number of  cyber-attack 
incidents and total number of  individuals affected per year. 
The highest number of  individuals affected was in 2015 
with over 108 million people and the highest number of  
cyber-attacks occurred in 2023, with 71 attacks.
The data in Table 5 above is represented graphically as 
shown in Figure 2 and Figure 3 below.

Table 5: Cyber-attack incidents and sum of  individuals affected per year.
Year Number of  cyber-attack incidents Total number of  individuals affected
2012 1 780,000
2013 2 4,267,993
2014 1 4,500,000
2015 5 108,100,000
2016 2 3,735,000
2017 3 331,713
2018 7 7,129,665
2019 10 2,580,950
2020 19 12,563,390
2021 26 9,469,771
2022 53 34,312,574
2023 71 68,772,064
Total 200 256,543,120

Figure 2: Cyber-attack incidents per year



Pa
ge

 
63

https://journals.e-palli.com/home/index.php/ajise

Am. J. Innov. Sci. Eng. 3(3) 55-68, 2024

Figure 3: Total number of  affected individuals per year.

Figure 2 above shows that there is a significant rise in 
the number of  cyber-attack incidents in the healthcare 

sector from 2019 to 2023 during and after COVID-19 
pandemic.

Figure 3 above shows the total number of  individuals 
affected per year. The total number of  affected individuals 
from 2012 to 2018 was over 128 million, while the total 
number of  affected individuals from the year 2019 to 
2023 was over 127 million. From our gathered data, we 
can see that the total number of  affected individuals from 
2019 to 2023 was 127,698,749, and that was 6 times of  the 
total number of  individuals affected from 2012 to 2018 
(20,744,371 million people) with an exclusion of  attacks 
in the year 2015 where over 108 million individuals were 

Table 6: Geographic distribution of  the cyber-attack 
incidents
Country Number of  cyber-attack incidents
Australia 8
Norway 1
Singapore 2
Thailand 2
United States 174
Ireland 1
Canada 8
Estonia 1
Japan 1
India 1
Hong Kong 1
Total 200

affected. The significant rise in the number of  cyber-
attacks on individual health data in 2015 was a result of  
a major cyber-attack on the healthcare giant, Anthem 
Inc. where over 78.8 million individual health data were 
impacted (Landi, 2019).
We further categorized these attacks geographically 
to display the most targeted region, however, the data 
shown (Table 6) is an outcome of  documented attacks. 
Since some countries do not document or provide access 
to such information.

Most of  the incidents happened in the United States, 
representing either higher incident or more stringent 
reporting requirements. Other significant incidents were 
reported in other countries, such as Australia and Canada. 
In United States, it is mandatory, under Section 13402(e)
(4) of  the HITECH (Health Information Technology for 
Economic and Clinical Health) Act, for any healthcare 
provider, any business associate of  that healthcare provider, 
or health plan to notify the affected individuals, report 
breaches of  unsecured Protected Health Information 
(PHI) affecting 500 or more individuals to the Secretary 
of  U.S. Department of  Health and Human Services  
(HHS) Office for Civil Rights (OCR) and in some cases 
to the media (Moffit & Steffen, 2017). Furthermore, we 
categorized the cyber-attack incidents into 3 categories 
based on the attack vectors used by the cybercriminals and 
this is shown in the Table 7 below with the total numbers 
of  individuals affected by each cyber-attack type.
The yearly distribution of  cyber-attack type categories 
is shown in the Table 8 below. The table demonstrates 
the evolutions of  attacks and how outdated cyber-attacks 
technologies are being used in the modern era to breach 
systems.
The yearly distribution of  attacks has been visualized 
(Figure 4) to show the trend of  the cyber-attack types 
yearly, and make comparisons on the prominent types 
deployed towards the health sector. The trend shows that 
Hacking/IT incident recorded significant rise since 2020, 
this indicate the most common cyber-attack during and 
after Covid-19 pandemic. Also, between 2021 and 2022, 
ransomware attack gained significant rise as most internet 
fraudsters tend to deploy less popular technologies to 
attack modern cyber systems, which are not usually 
anticipated. Contrarily the Unauthorized access/
Disclosure has only experienced gradual rise since 2021, 
but this does not annul the possibility of  it being major 
attack source.
As we can see from our result and discussion, cyber-
attacks on healthcare sector is on the rise, and there 
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Table 7: Cyber-attack types categories
Cyber-attack types Number of  attacks Total number of  

individuals affected
% of  total number of  
individuals affected

Unauthorized access/Disclosure 34 39, 562,587 15
Hacking/IT incident 90 145, 714, 273 57
Ransomware 76 71, 266, 260 28
Total 200 256, 543, 120 100

Table 8: Yearly distribution of  cyber-attack types categories
Year Unauthorized access/Disclosure Hacking/IT incident Ransomware
2012 0 1 0
2013 1 0 1
2014 0 1 0
2015 2 3 0
2016 0 2 0
2017 0 0 3
2018 3 2 2
2019 2 6 2
2020 4 3 12
2021 3 13 10
2022 8 23 22
2023 11 36 24
Total 34 90 76

is need for healthcare institutions to enhance their 
cybersecurity practices, this can be achieved by the strong 
implementation of  the following cybersecurity best 
practices such as;

Regular Risk Assessment
Conducting regular risk assessments will help institutions 
find potential threats, vulnerabilities; cybersecurity lapses 
and can also help determine the impact attack can have 
on the organization (Ataman, 2024; Reddy et al., 2023).

Cybersecurity Training and Awareness
Employers should not assume that their staff  members 
have sufficient technological expertise to identify potential 
or actual cyber threats .Employees should receive regular 
training to stay current on security procedures and 
to emphasize the value of  protecting patient privacy. 

Healthcare institutions can mitigate the possibility of  
human error resulting in data breaches and foster a 
culture of  security awareness by investing in training for 
staff  (Malecki, 2019; Nidiganti, 2024).

Data Encryption
Transforming confidential and sensitive patient 
information into a coded language that is only accessible 
by authorized personnel with a decryption key is known 
as data encryption in the healthcare industry. Accordingly, 
even if  someone unauthorized have access to the data 
they will be unable to view or utilize it without the proper 
key (Ataman, 2024).

Compliance with Regulations
In United States, healthcare institutions are required 
under the HIPAA (Health Insurance Portability and 

Figure 4: Comparison of  the cyber-attack categories yearly distribution
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Accountability Act) Security Rule to have measures in 
place, like encryption, which renders electronic Protected 
Health Information (ePHI) unusable for cybercriminals. 
In addition to HIPAA, the Health Information 
Technology for Economic and Clinical Health Act 
(HITECH) protects Protected Health Information (PHI) 
from misuse and unauthorized access. Compliance with 
regulations will also guarantee the privacy of  sensitive 
medical data (Biswas, 2023; Burns & Johnson, 2015).

Access Control
Implementation of  access control such as Multi-factor 
authentication (MFA) and role-based access controls 
ensures that only authorized personnel have access to 
sensitive data and systems. Multi-factor authentication 
(MFA) provides additional layers of  security, so in 
addition to a simple method of  authenticating a user – 
for example, password – another form of  verification is 
sent to a user’s email address or mobile device; an OTP 
generates a time–based code, meaning at least two factors 
have been verified (Suleski et al., 2023; Ataman, 2024).

Network Security
The basis of  protection for the patient’s data lies in 
network security. It can get any better by the following: 
implementing firewalls, IPS (Intrusion Prevention 
Systems), DLP (Data Loss Prevention), SDN (Software-
defined Networking), and SD-WAN (Software-
defined Wide Area Networks) solutions, and secure 
communication protocols to protect the organizational 
network. Network segmentation is one such idea that 
isolates sensitive data and systems that are to be breached 
(Biswas, 2023; Aydın et al., 2009).

CONCLUSION
The fast-growing cybersecurity crisis in the healthcare 
sector requires urgent and collaborative efforts by 
all parties concerned. This research has pointed out 
several alarming trends in the incidence of  cyber-attacks 
against healthcare institutions, pointing to significant 
consequences for patient safety, data integrity, and 
institutional trust.
In the setting of  ever-escalating cyber threats in both 
sophistication and frequency, embedding cybersecurity 
into the core of  operational policy becomes paramount 
for healthcare professionals and institutions. Those 
healthcare providers that adopt a culture of  security and 
invest in appropriate state-of-the-art protective measures 
are better positioned to mitigate risks and safeguard 
sensitive patient information, and the overall resilience 
of  the healthcare system. This call to action reminds one 
that the responsibility to protect healthcare data spans 
all levels of  the organization and requires collaborative 
efforts to strengthen their defenses against an ever-
sophisticating cyber threat landscape.

LIMITATIONS
• Some incidents of  cyber-attacks in healthcare 

institutions are mostly not reported by them due to legal, 
regulatory, and reputational reasons. Hence, these cases 
couldn’t be covered in our gathered data because of  their 
lack of  transparency.

• Reliance on particular sources for collecting data-
for instance, news articles or governmental reports-
embeds bias into the latter about event types being 
overrepresented and which ones are not even reported

RECOMMENDATIONS
• Future research study should explore the vulnerabilities 

in the healthcare sector that are most commonly exploited 
by cybercriminals.

• Short-term and long-term impacts of  cyber-attacks 
on healthcare institutions, including financial costs and 
organization reputation damage should be examined.
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