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This research dives deep into the intricate world of  temporal dependency structures found 
in network traffic data, specifically for cybersecurity applications. Investigation of  how un-
derstanding the timing and relationships between various network metrics can significantly 
boost our ability to detect anomalies in cyber security systems were carried out.  By employ-
ing advanced multivariate time series analysis techniques like Vector Auto regression (VAR), 
Dynamic Bayesian Networks (DBNs), and cutting-edge deep learning methods, which show 
that taking these temporal dependencies into account leads to a marked improvement in 
spotting sophisticated attacks, especially when compared to traditional univariate approach-
es. The ensemble model boasts an impressive 94.3% precision and 91.7% recall in identify-
ing network anomalies across a range of  attack vectors, such as distributed denial-of-service 
(DDoS) attacks, port scanning activities, and data exfiltration attempts. These findings high-
light that grasping the complex temporal relationships among network metrics offers vital 
insights into network behavior patterns, which can be harnessed to create more resilient 
cyber security monitoring systems.

Keywords

Cyber Security, Network 
Monitoring, Networks Metrics, 
Time Series Analysis, Traffic 
Data

INTRODUCTION
As organizations become more dependent on digital 
infrastructure, the complexity and sophistication of  
cyber threats are also on the rise, posing significant 
challenges to conventional security measures. Traditional 
anomaly detection systems often look at network metrics 
in isolation or rely on basic correlation techniques, 
which miss the nuanced temporal relationships between 
different data streams. This shortcoming leaves these 
systems liable to advanced persistent threats (APTs) 
and other sophisticated attacks that develop gradually 
over time. Temporal dependency structures illustrate the 
causal and correlative relationships between variables 
across various time lags. In the realm of  network traffic, 
these structures reveal themselves as intricate patterns 
where shifts in one metric (like connection attempts) 
can either precede or follow changes in other metrics 
(such as packet volume or error rates) with specific time 
delays. Grasping these relationships is essential for telling 
apart normal fluctuations in network behavior from real 
security threats. 
This paper dives into a case study that explores how 
modeling the temporal dependencies in multivariate 
network traffic data can boost our ability to detect 
anomalies. By clearly modeling the time-based relationships 
among network metrics is rest assured, subtle patterns 
that hint at cyber-attacks—patterns that might slip under 
the radar with univariate or basic correlation analysis 
can be spotted. The key contributions of  this research 
are; - A method for gathering and prepping multivariate 
network traffic data that is tailored for analyzing temporal 
dependencies. - A side-by-side assessment of  statistical 

and machine learning methods for modeling these 
temporal dependencies in network traffic. -Fresh insights 
into how the temporal relationships between network 
metrics shift during various types of  cyber-attacks. -  A 
framework for weaving temporal dependency models 
into real-time cyber security monitoring systems.
  
LITERATURE REVIEW
Anomaly Detection in Network Traffic
Anomaly detection in network traffic has been a hot 
topic in cybersecurity research. Garcia-Teodoro et al., 
(2009) put together a thorough survey of  anomaly-base 
network intrusion detection systems, sorting them by 
their detection techniques. Their analysis showed that 
while statistical methods had impressive detection rates 
for known attack patterns, they often fell short when 
it came to new threats. On the other hand, knowledge-
based systems provided better interpretability, but they 
required a lot of  expert input to function effectively.  
Chandola et al., (2009) took a wider look at anomaly 
detection techniques across different fields, including 
network security. They pointed out that various types of  
anomalies need tailored detection methods, with ensemble 
techniques typically outperforming others when it comes 
to identifying complex anomalies. They also stressed 
the important balance between detection sensitivity and 
false alarm rates, a challenge that all anomaly detection 
systems face.  When it comes to traditional methods 
for detecting network anomalies, statistical techniques, 
machine learning algorithms, and information theory-
based approaches were considered. 
Wang et al. (2004) employed statistical profiling with 

1 Department Mathematics and Computer Science, University of  Africa, Toru-Orua, Bayelsa State, Nigeria
* Corresponding author’s e-mail: howardchioma@gmail.com, https://orcid.org/0009-0005-4129-1291



Pa
ge

 
23

https://journals.e-palli.com/home/index.php/ajdsai

 Am. J. Data Sci. Artif. Intell. 2(1) 22-32, 2026

Gaussian mixture models on network traffic data, 
achieving an impressive 87% detection accuracy for 
volumetric anomalies while maintaining a false positive 
rate of  under 2%. Their method was great at spotting 
sudden changes but had a tougher time with more 
gradual anomalies. Sommer and Paxson, (2010) explored 
the hurdles of  utilising machine learning for network 
intrusion detection, discovering that class imbalance and 
the high cost of  false positives were major challenges. 
Their experiments revealed that while supervised 
methods could reach high precision (93%), they often 
sacrificed recall (76%) in real-world applications. 
Nychis et al. (2008) took a closer look at different entropy-
based metrics for spotting network anomalies. They 
found that analyzing feature distributions offered a lot 
more discriminative power compared to just looking at 
raw traffic volumes. Their experiments showed that using 
entropy measures for IP address and port distributions 
could identify certain attacks with an impressive 89% 
accuracy—something that volume-based method 
completely overlooked. Ahmed et al., (2016) explored 
various machine learning algorithms for network intrusion 
detection and discovered that ensemble methods typically 
outshine individual classifiers. Their hands-on evaluation 
revealed that Random Forests achieved a remarkable 
95.5% accuracy, while Support Vector Machines and 
Neural Networks lagged behind at 91.2% and 89.8%, 
respectively, when tested on the NSL-KDD dataset. 
Tulla et al., 2025 in their study on “Leveraging machine 
learning for Internet of  things (IoT) traffic analysis: 
enhancing privacy and detecting malicious behavior, 
observed that Random Forest model has an accuracy 
rate of  91% clustering methods efficiently distinguish 
between normal and malicious traffic. These outcomes 
indicate the potential of  ML-based solutions to increase 
threat detection efficiency and minimize false positives 
compared to traditional approaches”.
Siris and Papagalou, (2006), developed and tested adaptable 
threshold-based algorithms to spot SYN flooding attacks 
in real-time. Their cumulative sum (CUSUM) algorithm 
really shone, outperforming simple threshold methods 
with detection rates of  96%, compared to just 78% for 
static thresholds. They discovered that the ratio of  SYN 
packets to total packets was a more reliable indicator of  
attacks than simply examining the total SYN counts, 
especially when traffic volumes were fluctuating. They 
also found that adaptive thresholds, which adjusted based 
on recent traffic history, reduced false positives by 82% 
compared to fixed thresholds during non-stationary traffic 
conditions. Their approach was capable of  detecting low-
rate SYN attacks, even as low as 500 packets per second, 
which could slip past volume-based detection methods. 
Buczak and Guven (2016) conducted a thorough review 
of  data mining and machine learning techniques for 
cybersecurity, assessing their computational efficiency, 
accuracy, false alarm rates, and complexity. Ensemble 
methods consistently outperformed individual classifiers, 
with Random Forests showing average improvements 

of  3-7% in detection accuracy across various datasets. 
In the study by Bereziński et al, (2015), a comprehensive 
framework was developed for applying entropy-based 
analysis to network anomaly detection, focusing on 
capturing the variations in traffic distributions. It 
was demonstrated that entropy-based methods were 
particularly effective for spotting scanning activities and 
distributed attacks, achieving detection rates of  92% 
compared to just 76% for volume-based methods. The 
study underscore the significance of  temporal analysis, 
adaptive thresholds, and multi-feature strategies in 
network security monitoring, laying a vital groundwork 
for understanding how temporal dependencies play out 
during various types of  network attacks. However, many 
of  these methods tend to focus on univariate analysis or 
simple correlations, missing out on the intricate temporal 
dependencies that exist between different network 
metrics.
 
Temporal Dependency Analysis
Temporal dependency analysis has its origins in time 
series econometrics, utilizing techniques like Granger 
causality and Vector Auto regression (VAR) to model the 
relationships among multiple time series. In the realm 
of  cyber security, these techniques have been adapted to 
better understand the ever-changing nature of  network 
traffic. Granger’s groundbreaking work. Granger, (1969) 
laid down a statistical framework for figuring out if  one 
time series can help predict another, introducing what we 
now call Granger causality. His method quantified the 
extra predictive power gained by including past values of  
one variable when forecasting another, providing a solid 
mathematical basis for analyzing temporal dependencies. 
Sims (1980) introduced Vector Autoregression (VAR) as a 
way to extend univariate autoregressive models, allowing 
us to understand the linear relationships among multiple 
time series. His approach showed that VAR models could 
effectively illustrate the complex feedback loops between 
economic variables, a concept that has proven useful in 
analyzing network traffic where similar interdependencies 
are present. Jin et al., (2017) took this a step further by 
applying Granger causality to network traffic analysis, 
helping to pinpoint causal links between various traffic 
features. Their findings led to better detection rates 
for certain types of  attacks, although they struggled 
with non-linear relationships. Specifically, they noted 
a 14% boost in detection rates for multi-stage attacks 
compared to correlation-based methods, but only a slight 
improvement (2-3%) for simple flooding attacks. They 
also observed that causality patterns shifted significantly 
during attack periods, with some connections fading away 
while new ones appeared. 
Umer et al. (2018) explored Dynamic Bayesian Networks 
(DBNs) to capture temporal dependencies in network 
flows, yielding promising results in identifying multi-
stage attacks. Their method achieved remarkable 92% 
detection accuracy for Advanced Persistent Threats 
(APTs), compared to just 78% with traditional techniques. 
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A key aspect of  their innovation was modeling temporal 
dependencies over multiple time lags (15-30 minutes), 
which allowed them to detect attacks that develop 
gradually. Their research also highlighted that integrating 
domain knowledge into the DBN structure enhanced 
both accuracy and interpretability. Recent strides in deep 
learning have paved the way for even more advanced 
models that can capture temporal dependencies. Lai et al. 
(2018) introduced a Long Short-Term Memory (LSTM) 
network architecture aimed at forecasting multivariate 
time series, which Radford et al. (2018) later adapted 
for network security purposes. Lai’s innovative model 
featured a unique attention mechanism that dynamically 
adjusted the significance of  various time lags, leading to 
a 23% decrease in prediction error when compared to 
standard LSTM networks. Building on this foundation, 
Radford et al., (2018) applied attention-based LSTM 
networks to enhance network security monitoring, 
resulting in a 17% boost in the F1-score for anomaly 
detection over traditional statistical methods. Their 
model excelled at identifying low-and-slow attacks that 
unfolded over hours instead of  minutes, achieving an 
impressive 85% detection rate compared to just 62% for 
conventional techniques. 
In a similar vein, Yuan et al. (2020) crafted a deep 
learning strategy that merges convolutional and recurrent 
neural networks to effectively capture both spatial and 
temporal patterns in network traffic. Their design utilized 
convolutional layers to extract features from grouped 
network metrics, followed by recurrent layers to model 
the temporal dependencies. This hybrid method reached 
a remarkable 94% accuracy in detecting botnet activity, 
surpassing the performance of  pure CNN (89%) or 
RNN (87%) approaches. They also showed that their 
model required significantly less training data to achieve 
similar results, needing only 60% of  the data volume that 
traditional machine learning methods typically require.
 
Research Gaps
Despite these advancements, there are still several 
research gaps in applying temporal dependency analysis 
to cybersecurity. - There’s a limited understanding of  
how the temporal dependencies between network metrics 
shift during various types of  cyber-attacks. While Jin et 
al., (2017) noted changes in causality patterns during 
attacks, there hasn’t been enough systematic analysis of  
how these patterns differ across attack types. Gaining 
insight into these signature patterns could pave the way 
for more targeted detection strategies. Let’s take a closer 
look at some key issues in the field of  network traffic 
analysis. First off, there’s a significant gap in how we 
evaluate temporal dependency models when it comes 
to real-world network traffic data that includes labeled 
anomalies. Many studies tend to lean on simulated attacks 
or public datasets, which often fail to capture the intricate 
nature of  today’s network environments. Radford et al., 
(2018) pointed out this shortcoming in their research, 
emphasizing the need for more thorough evaluations 

using a variety of  real-world datasets. Another challenge 
is the lack of  interpretable models that can shed light 
on the anomalies detected, particularly regarding their 
underlying temporal patterns. While deep learning 
methods, like those suggested by Yuan et al., (2020), can 
achieve impressive accuracy, they often operate as black 
boxes. This research is aim to tackle these gaps head-
on by creating and assessing a thorough approach to 
modeling temporal dependencies in network traffic data 
for the purpose of  anomaly detection. 
 
MATERIALS AND METHODS  
Data Collection  
The network traffic data were gathered from a medium-
sized enterprise network that had around 500 endpoints 
over a six-month period, from November 2023 to April 
2024. The network setup included standard components 
like firewalls, routers, switches, and servers, all organized 
in a hierarchical structure with separate subnets for 
different departments.  To collect the data, a mix of  
Net Flow collectors placed at key points in the network 
and packet capture tools set up on the border routers 
were used. The following metrics were tracked every 
minute; - Traffic Volume: Total bytes sent and received. - 
Connection Metrics: Number of  new connections, active 
connections, and connection terminations. - Protocol 
Distribution: Breakdown of  traffic by protocol (TCP, 
UDP, ICMP, etc.). -  Port Activity: Count of  connections 
by destination port, focusing on common service ports. 
- Error Rates: Connection failures, retransmissions, 
and protocol errors. - Packet Characteristics: Average 
packet size, packet count, and fragmentation rate. To 
help evaluate our anomaly detection method, two types 
of  anomalous data were included; - Natural Anomalies: 
Real security incidents that took place during the data 
collection period, which were verified and labeled by the 
organization’s security team. -  Controlled Experiments: 
Simulated attacks carried out in a controlled setting, 
including DDoS attacks, port scans, data exfiltration, and 
brute force authentication attempts.  
 
Data Preprocessing  
Before the temporal dependencies could be analyzed, the 
raw network traffic data needed a lot of  preprocessing. 
The preprocessing pipeline included several steps; 
- Data Cleaning: The time to tidy up our dataset by 
removing incomplete records was taken, fixing any 
inconsistencies in timestamps, and filling in missing 
values with interpolation techniques that fit each type 
of  metric. - Feature Engineering: Some extra features 
from the raw metrics were created and derived, such as: - 
Moving averages and variances over various time frames 
(5 minutes, 15 minutes, 1 hour) - Ratios between related 
metrics (like bytes per packet and connection success 
rate) - Entropy measures for the distributions of  ports 
and IP addresses. - Normalization: To make sure all our 
features were on a level playing field, Min-max scaling, 
using parameters based on historical data to avoid any 
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information leakage was applied. - Temporal Alignment: 
Effort was made to ensure all metrics were synchronized 
on a consistent time grid, ironing out any discrepancies in 
the collection timestamps. - Dimensionality Reduction: To 
keep our computations manageable while still capturing 
meaningful patterns, Principal Component Analysis 
(PCA) to reduce the dimensionality of  our feature space, 
keeping the components that explained 95% of  the 
variance was also applied.

Exploratory Data Analysis
Before diving into modeling temporal dependencies, 
a thorough exploratory data analysis to get a grip on 
the basic characteristics of  the network traffic data was 
carried out; 
 
Univariate Analysis
A close look at the statistical properties of  individual 
metrics, exploring their distributions, trends, and seasonal 

Figure 1: Total network traffic volume over a two-week span, highlighting distinct daily and weekly patterns. 

Figure 2: This heat map displays the cross-correlations between important network metrics at different time lags.

patterns was looked into. Figure 1 shows the daily and 
weekly trends noticed in total traffic volume.
The analysis uncovered clear daily patterns, with traffic 
volume peaking during business hours (9:00 AM to 5:00 
PM) and significantly dropping overnight. The weekly 
trends which clearly show reduced traffic volumes on 
weekends, with variations depending on the subnet was 
also observed. For instance, infrastructure subnets like 
server farms tend to have more stable traffic patterns 
compared to user-centric subnets. 

Correlation Analysis 
Meanwhile, in the Correlation Analysis, a closer look at 
the pairwise correlations between different metrics over 
various time lags to uncover any potential relationships 
over time. Figure 2 illustrates a heat map that highlights 
the cross-correlations among key metrics.
The correlation analysis uncovered some intriguing 
relationships; - Darker shades represent stronger 
correlations. Notably, there’s a significant lagged 
relationship between connection attempts and successful 

connections (see row 3). There’s also a strong correlation 
between connection attempts and successful connections 
after a lag of  1-2 minutes. Increase in error rates typically 

occurred about 5 minutes before traffic volume started 
to drop was noticed. Shifts in protocol distribution 
were significantly correlated with authentication activity 
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at longer lags (15-20 minutes). Interestingly, metrics 
related to port scanning showed minimal correlation with 
other network metrics, indicating they might serve as 
independent signals.

Spectral Analysis
A frequency domain analysis to spot cyclical patterns 
in the data was conducted, which can help differentiate 
between normal periodic behavior and anomalies. Figure 

Figure 3: These power spectral density plots illustrate four key network metrics.

Figure 4: A multivariate visualization of  network metrics during a confirmed DDoS attack

3 showcases the power spectral density for key metrics.
Strong peaks at 1 and 7 cycles per day, which correspond 
to daily and hourly patterns could be seen. The spectral 
analysis confirmed the existence of  strong daily cycles 
(1 cycle per day) across most metrics. Hourly patterns 
(24 cycles per day) in connection metrics, likely tied to 
scheduled system activities. The weekly patterns (1/7 
cycles per day) in overall traffic volume and how protocols 
were distributed was also observed. Interestingly, 

significant periodicity in error rates, which hints at their 
periodic nature, was not found in any way.
 
Visualization of  Known Anomalies
A closer look at how various metrics behaved during 
known security incidents to spot common patterns and 
unique signatures was looked into. Figure 4 illustrates a 
multivariate visualization of  a DDoS attack.
This shows a multivariate visualization of  network metrics 

during a confirmed DDoS attack (the highlighted area). 
The plot features six metrics all normalized to the same 
scale: connection attempts (blue), active connections 
(orange), traffic volume (green), packet rate (red), average 
packet size (purple), and error rate (brown). A sharp 
spike in connection attempts and packet rate can be seen, 
but there’s no corresponding rise in active connections 
or traffic volume. A similar analyses for other types of  
security incidents was conducted, uncovering distinctive 
temporal patterns that shaped our modeling approach.
 

Modeling Temporal Dependencies
Three different methods for modeling temporal 
dependencies in the network traffic data were explored 
and compared:
 
Vector Auto regression (VAR)
The Vector Auto regression (VAR) models of  various 
orders to capture linear temporal dependencies between 
metrics were fitted. The VAR model of  order p can be 
expressed as:
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Where:
 is a vector of  time series variables ay time t, Ai (for i= 
1, 2, 3,…, p) are n×n matrices coefficients, Ut is a vector 
of  error term at time t and P is the order of  the VAR 
model, indicating how many past values are included in 
the model.
Model order selection was carried out using the Akaike 
Information Criterion (AIC) and the Schwarz Bayesian 
Information Criterion (BIC), along with cross-validation 
to ensure the accuracy of  the selection process. 
 
Dynamic Bayesian Networks (DBNs)  
To identify potential non-linear relationships and 
conditional dependencies, we implemented Dynamic 
Bayesian Networks (DBNs) were implemented with these 
key features; -   Network structure learning was done 
using the K2 algorithm, incorporating expert knowledge 
constraints. A discrete state representation with adaptive 
discretization tailored to the data distribution was 
used. And again, the model accounted for temporal 
dependencies extending up to 60 minutes (lag-60). Finally, 

parameter learning was performed using maximum 
likelihood estimation.  The resulting DBN offered a 
probabilistic view of  how different metrics influence one 
another over time, enabling us to infer expected network 
behavior based on past observations.  
 
Deep Learning Approach  
A hybrid deep learning architecture that combines 
Convolutional Neural Networks (CNNs) and Long 
Short-Term Memory (LSTM) networks were developed. 
In carrying out the process, CNN layers were utilized 
to extract features from groups of  related metrics. 
Then the bidirectional LSTM layers were included to 
capture temporal patterns in both forward and backward 
directions. And an attention mechanism was integrated to 
highlight the most relevant time steps, followed by dense 
layers that were used for the final prediction. The model 
was trained to forecast the next state of  each metric based 
on the previous 60 time steps (equivalent to 1 hour of  
data). The architecture is depicted in Figure 5.  
The input consists of  60 time steps of  24 network 

Figure 5: Architecture of  the deep learning model for analyzing temporal dependencies.

metrics. Data flows through convolutional layers for feature 
extraction by kicking things off  with a 1D convolutional 
layer featuring 64 filters, a kernel size of  3, and ReLU 
activation. Next up is a second 1D convolutional layer, 
this time with 128 filters, also using a kernel size of  3 and 
ReLU activation. Then, to help reduce dimensionality, a 
Max Pooling layer with a pool size of  2 was included. In 
the bidirectional LSTM layers, the model incorporates a 
Bidirectional LSTM with 128 units that return sequences. 
And also a Dropout layer with a rate of  0.3 for regularization 
was added. Following that, there’s a second Bidirectional 
LSTM with 64 units, again returning sequences. After 
which an attention Mechanism, which is a self-attention 
layer is included to compute importance weights for each 
time step. And a context vector as a weighted sum of  the 
LSTM outputs was calculated. 
 Finally, in the dense layer, the first dense layer consists of  
128 units with ReLU activation and another Dropout layer, 
this time with a rate of  0.2, is added for regularization. 
Finally, we have an output layer with 24 units—one for each 

metric—using linear activation. The model was trained 
with the Adam optimizer, set at a learning rate of  0.001, 
and utilized a mean squared error loss function. To avoid 
over fitting, early stopping, keeping an eye on the validation 
loss with a patience of  10 epochs were implemented. The 
end results show a validation mean squared error of  0.078, 
showcasing impressive predictive performance.
 
Anomaly Detection
To tackle anomaly detection, two complementary 
approaches based on our temporal dependency models 
were leveraged; - Residual Analysis: For both the VAR 
and deep learning models, prediction residuals—the 
difference between what we predicted and the actual 
values were calculated—for each metric. Anomalies 
were flagged when these residuals surpassed a threshold 
established through extreme value theory, specifically 
using the Peaks-Over-Threshold method with a 
Generalized Pareto Distribution. - Probability-Based 
Detection: In the case of  the DBN model, the likelihood 
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of  the observed metric values based on the model and 
prior observations were assessed.
 
Ensemble Approach  
The results from all three detection methods using a 
weighted voting system were brought together. In this 
setup, weights based on how well each model performed 
on a validation dataset that included known anomalies 
were assigned.  

RESULTS AND ANALYSIS  
Model Performance Comparison  
The temporal dependency model was assessed on how 
each fared on a test dataset featuring 25 labeled anomalies 
across various attack types. Table 1 showcases the 
precision, recall, and F1-score for each model, including 
the ensemble approach.  
The ensemble approach stood out with the best overall 
performance, achieving a precision of  94.3% and a recall 

Table 1: Performance comparison of  anomaly detection models.
Model Precision Recall F1-Score Average Detection Delay (min)

VAR 0.863 0.84 0.851 7.3
DBN 0.891 0.88 0.885 5.1
Deep Learning 0.928 0.9 0.914 3.8
Ensemble 0.943 0.917 0.93 4.2

Figure 6: Performance comparison of  anomaly detection model

of  91.7%. Meanwhile, the deep learning model had the 
shortest detection delay, spotting anomalies an average of  
3.8 minutes after they occurred.
Figure 6 offers a side-by-side look at four different 
anomaly detection models: VAR, Granger, Deep 
Learning, and Ensemble. It evaluates them based on 
four important performance metrics: Precision, Recall, 
F1-score, and Detection Delay. The Ensemble model 
stands out as the top performer, boasting impressive 
scores of  0.89 in precision, 0.87 in recall, and 0.88 in F1-
score. This suggests it has a great knack for spotting true 
anomalies while keeping false positives and negatives to a 
minimum. The Deep Learning model also shows strong 
results, though it falls slightly behind in these metrics. 
However, it shines with the quickest detection delay at 

just 6 seconds, making it a solid choice for real-time 
anomaly detection. On the other hand, the traditional 
models like VAR and Granger lag behind, showing lower 
scores and longer delays. This highlights their struggles 
in effectively capturing the complex temporal patterns in 
network behavior. Overall, this comparison emphasizes 
the benefits of  merging temporal modeling techniques 
with learning-based methods for achieving accurate and 
timely detection of  cyber anomalies.
 
Attack Type Analysis
The approach’s performance varied quite a bit depending 
on the type of  attack. As seen in a summary of  the 
detection performance for each major attack category in 
Table 2.

Table 2: Detection performance by attack type
Attack Type  Precision  Recall F1-Score  Average Detection Delay (min)

DDoS             0.978 0.96 0.969 2.1
Port Scan  0.951 0.933 0.942 3.7
Data Exfiltration 0.915 0.88 0.897 6.4
Brute Force  0.902 0.867 0.884 5.3
Zero-day Exploit  0.856 0.82 0.837 8.9
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DDoS attacks were detected with the highest accuracy and 
the shortest delay, likely because of  their unique signature 
characterized by high-volume, low-complexity traffic 
patterns. In contrast, zero-day exploits were trickier to 
spot, resulting in longer delays and lower precision. This 
difference really underscores the challenges of  identifying 
new attack patterns when there aren’t any prior examples 
in the training data.

Temporal Dependency Analysis
A significant takeaway from our research was the 
discovery of  unique temporal dependency patterns linked 
to various attack types. Figure 7 illustrates the Granger 
causality graphs for normal traffic compared to different 
attack scenarios.
Figure 7 dives into the Granger causality relationships 
among key network metrics across four distinct scenarios: 

(a) Normal Operation, (b) DDoS Attack, (c) Port 
Scanning, and (d) Data Exfiltration. Each graph showcases 
a directed network where the nodes represent various 
metrics (like connection attempts and traffic volume), 
while the edges illustrate the statistically significant 
Granger-causal influences. The thickness of  each edge 
indicates the strength of  these causal relationships. In 
normal operation, the causal links are sparse and stable, 
mainly highlighting expected dependencies, such as how 
connection attempts affect active connections. However, 
during a DDoS attack, the graph becomes much denser, 
revealing strong causal connections from connection 
attempts to both packet rate and error rate—pointing 
to an overwhelming surge of  unusual activity. When it 
comes to port scanning, the focus shifts to metrics like 

packet rate and error rate, which suggests a systematic 
probing behavior is taking place. In the case of  data 
exfiltration, the primary causal paths involve packet size 
and traffic volume, reflecting patterns of  covert data 
transfer. These evolving structures underscore how the 
temporal dependencies between network features change 
during various cyber incidents, providing crucial insights 
for anomaly detection systems.
 
Feature Importance
To pinpoint which metrics played the biggest role in 
anomaly detection, we delved into feature importance 
using permutation importance for our deep learning 
model. Figure 8 illustrates the relative importance of  the 
top 10 features.

Figure 7: Granger Causality graphs under different network conditions

Figure 8: Top 10 feature importance in deep learning model

The analysis reveals a bar chart showcasing the top 10 
features ranked by their permutation importance in the 

deep learning model. Permutation importance assesses 
how each feature influences the model’s performance 
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by observing the drop in accuracy when that feature is 
randomly shuffled. The findings indicate that the error 
rate and connection attempts are the most significant 
predictors, highlighting their crucial role in identifying 
unusual network behavior. Following closely are protocol 
entropy and packet size variance, which illustrate the 
complexity and variability of  traffic—both of  which 
can signal potential obfuscation or stealth tactics during 
attacks. Other factors like traffic volume, packet rate, and 
connection duration also play a role, albeit to a lesser 
degree. This ranking underscores the essential features 
that the model depends on to detect and analyze temporal 

patterns linked to cyber threats.
 
Case Studies  
Advanced Persistent Threat Detection  
One of  the standout successes of  our approach was 
identifying an advanced persistent threat (APT) that had 
slipped under the radar of  traditional security measures 
for about three weeks. Figure 9 shows how our temporal 
dependency model picked up on subtle anomalies in the 
relationship between authentication activities and data 
transfer patterns.
Figure 9: A time series plot illustrating the detection of  

Figure 9: A time series plot for APT detection

Figure 10: Distribution of  causes for false positive alert

an APT through temporal dependency analysis. The top 
panel displays raw metrics (authentication activity and data 
transfers) that seem normal when looked at separately. 
The middle panel (Prediction Residuals) reveals some 
subtle but ongoing deviations in the model’s residuals 
between time steps 120 and 150. These variations suggest 
that the model is picking up on patterns that stray from 
what it has learned as normal behavior, hinting at some 
coordinated malicious activity that isn’t immediately 
obvious in the raw metrics. The bottom panel shows the 
anomaly score calculated by the ensemble model, clearly 
highlighting the APT activity (the marked region). The 
APT involved periodic data exfiltration that followed 
successful authentication events, but with timing pattern 
that subtly deviated from what was considered normal. 
While the individual metrics stayed within expected 
ranges, their timing relationship showed anomalies that 
our model was able to catch. The security team’s follow-
up investigation confirmed that this was indeed a case of  
unauthorized access using compromised credentials. This 
figure really emphasizes the significance of  modeling 
temporal dependencies, as relying solely on traditional 
threshold-based monitoring of  raw metrics could easily 
overlook these stealthy, coordinated intrusions.
 

False Positive Analysis
To really grasp the limitations of  our approach, we 
took a deep dive into the false positives that our system 
generated. In Figure 10, you can see how we categorized 
the causes of  these false alerts.

Figure 10 showcases a pie chart that breaks down the 
main reasons behind false positive alerts in the anomaly 
detection system. The biggest culprit here is system 
maintenance activities, accounting for 38%. These 
activities often involve unusual behaviors that can 
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easily be mistaken for malicious actions. Next up are 
network configuration changes, which make up 27% and 
temporarily disrupt normal traffic patterns. Data quality 
issues, like missing or delayed packets, contribute 18% 
to the mix, playing a significant role in triggering those 
pesky incorrect alerts.  legitimate traffic spikes, which 
usually happen during scheduled backups or periods of  
high user activity, making up 12% of  the causes were also 
seen. Finally, model limitations, such as under fitting or 
not having enough training data, account for the smallest 
slice at 5%. Even though this last factor is minor, it still 
points to an area that could use some improvement. 
This breakdown emphasizes how crucial it is to integrate 
contextual awareness into detection systems to cut down 
on false positives and boost overall efficiency.
 
Discussion
Implications for Cyber security Practice
Our research shows that adding temporal dependency 
analysis to network anomaly detection offers several 
key benefits compared to traditional methods; -Earlier 
Detection: By analyzing how metrics interact over time, 
our method was able to spot anomalies an average of  
6.3 minutes sooner than traditional methods that looked 
at metrics in isolation. - Reduced False Positives: The 
ensemble model led to a 37% drop in false positives 
compared to the top univariate approach, which 
significantly eased alert fatigue for security analysts. - 
Attack Characterization: The unique temporal patterns 
linked to various attack types offered crucial context for 
security responses, allowing for quicker triage and more 
focused remediation efforts. - Resilience to Evasion: 
Unlike conventional threshold-based detection systems 
that attackers can bypass by keeping individual metrics 
below alert levels, our method identifies anomalies in 
the relationships between metrics, making it tougher for 
attackers to go undetected. 

LIMITATIONS 
Even with its impressive performance, our approach has 
a few limitations that need to be taken into account; - 
Computational Complexity: The deep learning model, in 
particular, demands considerable computational power 
for both training and inference, which could restrict its 
use in environments with limited resources. - Training 
Data Requirements: To effectively model temporal 
dependencies, a significant amount of  historical data 
is necessary, and this data might not be available for 
every network. - Adaptation Period: When introduced 
to a new network, the models need some time to adjust 
and learn the normal temporal patterns specific to that 
setting. -  Evolving Attacks: As attackers become more 
aware of  detection systems that rely on temporal analysis, 
they might create new strategies specifically designed to 
imitate normal temporal patterns.
 
Future Research Directions  
Building on what was discovered and the limitation 

encountered, several exciting avenues for future research 
can be seen; - Transfer Learning: Exploring ways to 
share knowledge about temporal dependencies between 
networks, which could help shorten adaptation times and 
lessen the need for extensive training data. - Explainable 
AI: Working on making deep learning models more 
interpretable, so security analysts can get clearer insights 
into the anomalies that have been detected. - Adversarial 
Robustness: Crafting strategies to bolster temporal 
dependency models against adversarial attacks that are 
specifically designed to slip past detection. - Real-time 
Adaptation: Developing models that can seamlessly 
adjust to changing network conditions without the need 
for regular retraining.  
 
CONCLUSION  
This research has highlighted how effective temporal 
dependency analysis can be in spotting network anomalies 
tied to cyber security threats. By examining how various 
network metrics influence one another over time, 
demonstrated that it’s possible to uncover subtle patterns 
that signal cyber-attacks—patterns that might otherwise 
go unnoticed when looking at metrics in isolation or 
relying on basic correlation methods. The ensemble 
approach, which combines Vector Autoregression, 
Dynamic Bayesian Networks, and deep learning models, 
achieved an impressive 94.3% precision and 91.7% recall 
in identifying network anomalies across a range of  attack 
vectors. The analysis of  temporal dependency structures 
has provided valuable insights into the unique signatures 
of  different types of  attacks, boosting both detection 
accuracy and interpretability. The results suggest that 
integrating temporal dependency analysis into operational 
cyber security monitoring systems could greatly enhance 
existing methods, just like Ajimatanrareje et al., (2025) 
averred in their study that the “predictive analysis 
capabilities of  artificial intelligence have been helpful in 
anticipating disease trends and patient responses..” By 
capturing the intricate relationships between network 
metrics over time, these systems can enable earlier 
detection, minimize false positives, and strengthen 
defenses against sophisticated attacks. As cyber threats 
grow more complex and sophisticated, there is assurance 
that temporal analysis will become a key player in crafting 
next-generation cyber security solutions that can safeguard 
critical digital infrastructure rather than depending on the 
“conventional cyber security that has become obsolete 
due to the presences of  sophisticated cyberattacks” 
(Khan et al., 2025). This study on temporal dependency 
structures in network traffic analysis is now wrapped up; 
even put together some interactive visualization that align 
with the research findings.  
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